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SUBCOURSE OVERVIEW
This subcourse is designed to teach you the basic procedures involved with all components of a viable personnel security program (PSP).  Contained within this subcourse are instructions on how to determine the need, initiation procedures, administrative functions, and revocation of security clearances; why PSP is vital to the national defense; nomenclature associated with a PSP; and differences in degrees of security clearances based on duties/positions.
There are no prerequisities for this subcourse.
This subcourse reflects the doctrine which was current at the time the subcourse was prepared.  In your own work situation, always refer to the latest publications.
The words "he", "him", "his", and "men", when used in this publication, represent both the masculine and feminine genders unless otherwise stated.
TERMINAL LEARNING OBJECTIVE
ACTION:
You will learn the criteria for application, denial, granting and revocation of security clearances; administrative functions; application of security clearances; and responsibilities for each individual affected by the Personnel Security Program.
CONDITIONS:
You will be given narrative information and illustrations from AR 380-5, AR 380-67, AR 380-20, STP 34-97B1-SM and STP 34-97B24-SM-TG.
STANDARDS:
You will initiate a personnel security program in accordance with the provisions outlined in AR 380-67.
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LESSON 1
BASIC CONCEPTS
CRITICAL TASK:  301-340-1051
OVERVIEW
LESSON DESCRIPTION.
In this lesson, you will learn the policies and procedures for the establishment of a viable personnel security program.  As a result, you will be able to initiate and/or supervise a personnel security program for all Department of the Army (DA) personnel at all echelons.
TERMINAL LEARNING OBJECTIVE:
TASKS: 
Describe the system utilized for determining which personnel positions and/or duties require access to classified information; procedures for submission of requests for investigation for final clearance and the use of Interim Clearances.

CONDITIONS:
You will be given narrative information and illustrations from AR 380-67.

STANDARDS:
You will initiate a Personnel Security Program which will be in accordance with the provisions of AR 380-67.

REFERENCES:
The material contained in this lesson was derived from the following publications:

AR 50-5
AR 50-6
AR 380-5
AR 380-67
AR 604-10
AR 600-37, Unfavorable Information.
AR 680-29
AR 640-2-1
AR 380-380
DA Pam 600-8
Surety Program Regulations (as required):
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INTRODUCTION
The existence of a unit information Security Program necessitates the need of a unit Personnel Security Program.  Information and Personnel Security Programs are interdependent.  The failure of a Personnel Security Program, regardless of reason, can set conditions for the compromise of classified/sensitive information or materials.  The interdependency of the Information and Personnel Security Programs stems from AR 380-5, Department of the Army Information Security Program Regulation.  The principle objective of a Personnel Security Program is to ensure that the requirement for "proper clearance" is met.  To accomplish this goal, the following criteria must be met:


*
To ensure that only property investigated personnel receive security clearances.


*
To ensure that personnel granted security clearances do not become vulnerable or unsuitable for continued access to classified information or materials.

TERMINOLOGY.  The key to administering a viable personnel security program is a thorough understanding of the terminology.  A list of terms, with definitions, is as follows:

Control Office:  The Control Office is the office responsible for directing and controlling counterintelligence (CI) investigations.

Classified Defense Information:  Official information which requires protection in the interest of national defense and which is classified for that purpose.

National Security:  National security concerns the protection and preservation of military, economic, and productive strength of the U.S., to include the security of the U.S. in foreign affairs, against acts of sabotage, espionage, subversion, and terrorism.

Immigrant Alien.  Any alien lawfully admitted into the U.S. under an immigration visa for permanent residence.

National of the, United States.  A U.S. citizen, or a person who owes permanent allegiance to the United States.  The provisions of AR 380-67 applicable to U.S. citizens are equally applicable to U.S. nationals.

Limited Access Authorization.  Limited access authorization is the authority granted for aliens, or immigrant aliens (upon whom some aspects of a background investigation may not be possible to achieve because of geographical or political limitations), to have access to specifically prescribed classified defense information for a specified period not to exceed one year.

Derogatory Information.  Derogatory information of such nature as to constitute a possible basis for denial for revocation of a security clearance, rejection for or separation from service or employment with the Department of the Army.

Adverse Loyalty Information.  Information which reflects unfavorably upon the loyalty of an individual to the United States.
IT0110
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Officer:  Officer means either a commissioned or warrant officer unless otherwise stated.
Adverse Suitability Information:  Information which does not reflect on an individual's loyalty but does raise serious questions about character, integrity, trustworthiness, and others.  Information of this nature may preclude an individual from having access to classified information and might serve as a bar to favorable personnel actions.
Denial of Security Clearance.  The refusal to grant a security clearance, or the refusal to grant a higher degree of clearance to one who possesses a clearance of a lower degree.
Suspension of Access.  The temporary withdrawal of an individual's access to classified defense information when information becomes known which indicates the individual may be a security risk.
Refusal to Complete Standard Form (SF) 86.  Refusal to complete any part of items 9,10, 11, or 19-30 constitutes a refusal to complete SF 86 in its entirety.  Claiming that the information requested by all or any of these items is privileged under the Constitution or under Article 31, Uniform Code of Military Justice (UCMJ), also constitutes a refusal to complete SF 86 in its entirety.  Note:  See Appendix A for full explanation of SF 86.
Security Clearance:  An official affirmation of trust awarded individuals based on favorable investigative action.  Documentation of a Security Clearance appears on the following Department of the Army forms:

*
DA Form 873 - 
Certificate of Clearance and/or Security Determination (military and civilian).

*
DA Form 2A  - 
Personnel Qualification Record (Part I), Enlisted Personnel

- OR -

*
DA Form 2B  - 
Personnel Qualification Record (Part I), Warrant and Commissioned Officers

NOTE:  Both of the above forms will be addressed in detail in subsequent sections of this Lesson.
The three levels of Security Clearance coincide with the three levels of classified defense information/material:  TOP SECRET, SECRET and CONFIDENTIAL.  In addition to the three LEVELS of security clearance, there exists also two TYPES of security clearance:

*
FINAL:  A clearance that is granted as the final step in the personnel security process.  This type of clearance is based on a favorably completed investigation.

*
INTERIM:  A clearance based on the completion of minimum investigative requirements, which is granted on a temporary basis, pending the completion of the full investigative requirements.
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NOTE:  The higher level clearance, regardless of type (final or interim), always take precedence over a lower level clearance also regardless of type.

ACCESS PENDING CLEARANCE REQUIREMENTS-U.S. CITIZENS.  When immediate access to classified defense information is required and the delay caused by awaiting interim clearance would be harmful to the national interest, authorities listed in Appendix F, AR 380-67 may authorize such access to U.S. citizens based on a favorable check of the individual's Military Personnel Records Jacket or Civilian Official Personnel Folder, local intelligence files, provost marshal, and medical files.  This is referred to as a Local Records Check (LRC).  Immediate access to classified information will be granted only under emergency conditions where failure to take such action may jeopardize the accomplishment of the mission of the organization authorizing the access.  In each case of granting immediate emergency access, a record of the authorization will be made and the clearance authority will have initiated the action necessary for final clearance.

ACCEPTANCE OF PRIOR INVESTIGATIONS CONDUCTED BY FEDERAL GOVERNMENTAL AGENCIES FOR CLEARANCE PURPOSES.  Whenever a prior investigation by any investigative agency of the U.S. Government meets the criteria set forth in paragraph 2-3 of AR 380-67 and AR 381-130, a clearance may be granted upon review of the previous investigation provided that service with the federal government or a federal government contractor has been continuous, with no break in service longer than 12 months, and an inquiry of the agency of prior employment discloses no reason that a clearance should not be granted.  If the prior investigation does not meet the current DA criteria, a supplemental or additional investigation will be conducted.

ACCEPTANCE OF INVESTIGATIONS CONDUCTED FOR CIVILIAN EMPLOYMENT.  The following investigations conducted for civilian employment may be acceptable:

A National Agency Check (NAC), to include a Federal Bureau of Investigation (FBI) fingerprint check.

NAC with written inquires (NACI) conducted by the Office of Personnel Management (OPM), provided:


*
Review of employee's Civilian Official Personnel Folder reveals that his federal employment application bears a notation indicating that the application was processed under "Section 3(a), Executive Order 10450"; or 


*
Certification is received from the OPM on Standard Form (SF) 86 that the investigation disclosed no derogatory information.  Upon completion of clearance or other administrative action, the requesting command will forward the SF 86 to the U.S. Army Investigative Records Repository (USAIRR) Fort George G. Meade, MD, for appropriate disposition.

PREVIOUS NATIONAL AGENCY CHECK.  Where a background investigation (BI) is required under the provisions of this regulation, the NAC component of the BI need not be duplicated if it is determined that a U.S. Government agency is conducting or has, within the past 12 months, completed a NAC that meets the scope prescribed in appendix I, AR 381-130.
IT0110
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Once a security clearance is granted, access to classified defense information becomes possible only when the following applied principles in disseminating classified information is adhered to:

*
PROPER CLEARANCE:  An individual requiring access to classified information/material must possess a security clearance commensurate to the highest overall classification of the information/material for which access is sought.

*
NEED TO KNOW:  A determination made by the possessor of classified information that a prospective recipient, in the interests of national security, has a requirement for access or knowledge, or possession of classified information to perform tasks or services essential to the fulfillment of an official U.S. government program.
SPECIAL ACCESS PROGRAMS (SAP).  Is defined as any program imposing “need to know” or access controls beyond those normally provided for access to CONFIDENTIAL, SECRET or TOP SECRET information.  The personnel security program supports SAPs in areas of investigation adjudication in terms of eligibility criteria specified for the SAP.  Examples of SAP are as follows:

*
Sensitive Compartmented information (SCI).

*
Critical Nuclear Weapons Design Information (CNWDI).

*
Cryptological information.

*
Surety Programs: Nuclear, Chemical and Computer Security.
THREE SUBPROGRAMS OF A PERSONNEL SECURITY PROGRAM.  Every Personnel Security Program will contain the following subprograms:

*
A program for determining and documenting what personnel positions require access to classified information on authorization documents.

*
A program to control the granting of access, which includes, as a determination of eligibility of a candidate for a clearance, the conduct of local records checks, the submission of requests for investigation or final clearance, and the use of the interim clearance option.

*
A program to ensure the prompt withdrawal or denial of access, when necessary, in the interests of national security.
PART A:  SECURITY CLEARANCE PROCESS
INTRODUCTION:  No person is entitled to knowledge of, possession of, or access to classified defense information solely by virtue of his office, position, grade, or security clearance.  Such information will be entrusted only to those individuals whose official military or other governmental duties require such knowledge or possession and who have been investigated and cleared for access.  Clearances indicate that the persons concerned are eligible for access to classified information should their official duties so require.

No person will be granted a security clearance unless there is a need which is clearly consistent with the interest of national security.
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The five role players in the personnel security clearance process are the Unit Commander, the Clearance Candidate, the Requestor (for example, the S-2, Security Manager, etc.), the Defense Security Service (DSS) and the Central Personnel Security Clearance Facility (CCF).  The responsibilities of the individual role players follow:
UNIT COMMANDER.

*
Determines and documents personnel positions that require access to classified information.

*
Assigns personnel to fill personnel vacancies requiring such access.
CLEARANCE CANDIDATE.

*
Selected by unit commander to fill a position requiring access to classified information.

*
Prepares, if required, necessary investigative forms and provides proof of U.S. citizenship if not native born.

REQUESTOR.

*
Generic title for S-2, G-2, Security Manager, etc.

*
Assists clearance candidate in preparation of required investigative forms, if required.

*
Completes all necessary clearance actions, to include conduct of a Local Records Checks, request for investigation and final security clearance, and processing interim security clearances.  Participates in clearance/access denial/suspension/revocation process.
DEFENSE SECURITY SERVICE (DSS).

*
Conducts personnel security investigations (PSI) on all Department of Defense (DOD) personnel.

*
Has no jurisdication over criminal or loyalty cases.

*
Does NOT make clearance/access eligibility determinations.
CENTRAL PERSONNEL SECURITY CLEARANCE FACILITY (CCF).  
Is the sole DA activity
empowered to:

*
Adjudicate Investigations.

*
Grant Security Clearances.

*
Deny Security Clearances.

*
Revoke Security Clearances.

*
Suspend Security Clearances.
IT0110
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*
Grant Sensitive Compartmented Information (SCI) Access.
PART B:  STEPS IN DETERMINING AND DOCUMENTS
NEEDED FOR SECURITY CLEARANCE.
INTRODUCTION:  The first major subprogram of a personnel security program is a system for determining and documenting what positions require access to classified defense information.  Such determination and documentation is performed by a unit commander who will identify three personnel security status requirements for each duty position authorized by his/her manpower authorization document.  The objective of documenting personnel security status
requirements for specific duty positions is to ensure that individual personnel security status situations are considered when selecting personnel for specific duty assignments.  The process for determining and documenting personnel security status requirements and the entering of these requirements on manpower authorization documents involves four major steps which are described below.
STEP ONE:  The unit commander determines and documents the need for security clearance at each duty position authorized in his/her unit.
PROCEDURE:  Upon determination that, due to mission requirements, a certain level of security clearance, a unique personnel security requirement, or certain type of personnel security investigation exists for a specific duty position, the unit commander will review the personnel security position codes contained in AR 680-29 (Military Personnel, Organization and Type Transaction Codes) and determine the codes most appropriate for the duty position.  A memorandum is then prepared in triplicate to inform the Installation/Command Force Development Officer of the personnel security position requirements.  By informing the Force Development Officer of the specific personnel security requirements of authorized duty positions, the process of entering the requirements in the commander's unit manpower authorization document is begun.
The three data elements which reflect personnel security status requirements in manpower authorization documents are:

*
POSITION PERSONNEL SECURITY STATUS.

*
POSITION PERSONNEL SECURITY REQUIREMENT.

*
PERSONNEL SECURITY INVESTIGATION REQUIRED.
An analysis of the above three data elements and their associated codes from AR 680-29 is as follows.
POSITION PERSONNEL SECURITY STATUS.  This item specifies the highest level of security clearance/access required for the specific duty position.  The following single alpha character codes are utilized for this data element:
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CODE
DEFINITION

A
Top Secret with SCI Access


D
Top Secret


F
Secret


H
Confidential


Y
None

POSITION PERSONNEL SECURITY REQUIREMENT.  This item specifies the unique security requirement (Personnel Reliability Program, Investigation Recency, and others), for a specific duty position.  The following single alpha character codes will be used for this data element:

CODE

DEFINITION


A
Critical Personnel Reliability Program (PRP)


B
5-year Investigation Recency Requirement


C
5-year Investigation Recency Requirement plus



10-year scope of Investigation


D
Controlled PRP


E
Category 1 Presidential Support


F
Category 2 Presidential Support


N
Automated Data Processing PRP


Q
Chemical Surety PRP


Y
None

PERSONNEL SECURITY INVESTIGATION REQUIRED.  This item specifies the type of
personnel security investigation which is needed for a specific duty position.  Enter the following single alpha character codes for this data element:
IT0110
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CODE

DEFINITION

A
Special Background Investigation (SBI)


B
Background Investigation (BI)


E
National Agency Check (NAC)


F
Entrance National Agency Check (ENTNAC)


Y
None
DOCUMENTATION OF POSITION PERSONNEL SECURITY REQUIREMENTS.  Upon selection of the appropriate codes for indicating the position personnel security requirements for a specific duty position (identified by paragraph and line number within a manpower authorization document), the unit commander prepares a memorandum (Figure 1-1), in three copies and forwards the original and one copy to the Force Development Officer.  (The commander retains one copy as a file copy).  Note that the Position Personnel Security Status Code, the Position Personnel Security Requirement Code and the Personnel Security Investigation Required Code are contained in paragraph 1d-f of the memorandum.
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MEMORANDUM THRU Commander, 1* Bn, 2™ INF, 99 INF DIV, Fort Defense, VA
22310

FOR: Installation/Command Force Development Officer

SUBJECT: Position Personnel Security Requirements for a Specific Duty Position

1. Request the following personnel security position requirements be added top this
units authorization documents for the position identified below:

. UIC:. WIPBAA

. MTOE/TDA NUMBER: 07015HE101

. PARAGRAPH AND LINE: 001/01

. POSITION PERSONNEL SECURITY STATUS CODE: D

. POSITION PERSONNEL SECURITY REQUIREMENT CODE: A
PERSONNEL SECURITY INVESTIGATION REQUIRED CODE: B

. The above personnel security position requirements are essential to this unit’s

mission.

PATRICK L. HERRERA
CPT, IN
Commanding





Figure 1-1.  Position Personnel Security Requirements.
IT0110
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STEP TWO:  The Force Development Officer, upon receipt of the memorandum from the unit commander, processes a change to the unit's authorization document, generally a modified table of organization and equipment (MTOE) or table of distribution and allowance (TDA) and forwards a copy of the DF to the Military Personnel Office (MILPO).  See Figure 1-2.
[image: image4.png]



Figure 1-2.  Authorization Document System.
TAADS.  Each position in the Army is supported by an authorization document that gives an organization the authority to carry the position.  The Army Authorization Documents System (TAADS) is the Army-wide Office of the Deputy Chief of Staff for Operations (ODCSOP) system designed with that authority.  The objective of TAADS is to establish force structure; that is, specific numbers and types of units, based upon enemy threat, national objectives, and other factors.  TAADS contains the mission, organizational structure, number of personnel, and nomenclature of controlled equipment for each Army organization.
VTAADS/ITAADS.  Vertical - The Army Authorization Documents System (VTAADS) is the name given to the extension of TAADS procedures and automated files from Major Commands (MACOMs) to ODCSOPS and Installation - The Army Authorization Documents System (ITAADS) is the name given to the same system as it applies from installation to MACOM.  The purpose of VTAADS and ITAADS is to modify TAADS to coincide unique requirements of various Army units.  Under VTAADS and ITAADS, each units requirements and authorizations for personnel and equipment are contained in a basic automated authorization document, generally either as an MTOOE or TDA.
MTOE/TDA.  Two basic types of authorization documents are the Modified Tables of Organization and Equipment (MTOE) and the Table of Distribution and Allowances (TDA).  Units are activated under an MTOE when the unit is required to perform a combat, combat support, or combat service support assigned mission in a specific geographical or operational environment and the requirement for the unit is permanent.  Units are activated under TDAs when the unit is part of a fixed support establishment; the requirements of the unit are subject to fluctuation; civilian personnel are required in the permanent structure of the unit's organization;
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and non-standard commercial equipment is required to perform the units assigned mission.  MTOEs contain information concerning a unit's organizational structure and capabilities; number of personnel by MOS, grade and branch; and equipment authorizations by line item number and nomenclature.  MTOEs and TDAs also provide the means for recording job related qualifications for duty positions.  Through ITAADS and VTAADS, personnel security status requirements for each position authorized in an MTOE or TDA are identified.

SASF.  The SIDPERS Authorized Strength file (SASF) is a form of MTOE/TDA that contains authorization/position data from TAADS.  It contains a list of position titles with associated MOS and grade as well as the three Position Personnel Security Requirements for each position.
STEP THREE:  The SIDPERS Interface Branch (SIB), MILPO, enters the three personnel security position data elements from the memorandum on the unit's SIDPERS Authorized Strength File (SASF).  See Figure 1-3.
STEP FOUR:  The unit commander continually reviews the personnel security position requirements on the SIDPERS Authorized Strength File (SASF) to ensure validity and informs the Force Development Officer by memorandum of any changes.
IT0110
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Figure 1-3.  SIDPERS Authorized Strength File (SASF).
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PART C:  SECURITY CLEARANCE ELIGIBILITY
ONLY UNITED STATES CITIZENS ARE ELIGIBLE FOR A SECURITY CLEARANCE.  Individuals are considered native born United States citizens if they were born in one of the 50 United States, Puerto Rico, Guam, American Samoa, Northern Mariana Islands, U.S. Virgin Islands; or the Panama Canal Zone (if the father or mother (or both)) was or is a citizen of the United States.  Naturalized United States citizens are also eligible for security clearances.
SECURITY CLEARANCE ADJUDICATION PROCESS.  The decision to grant a security clearance (or a special access) is an overall common sense determination based upon considerations and assessment of all available information, both favorable and unfavorable.  Below is an abbreviated listing of eleven security standards considered in the clearance adjudication process.  The listing is not all-inclusive but is intended merely to give the reader a general understanding of basic security standards.  Also, the below listed security standards are not intended to be interpreted as inflexible rules of adjudication policy.  The seriousness, recency, frequency and motivation of an individual's conduct; the extent to which conduct was negligent, willful, voluntary, or undertaken with knowledge of the circumstances or consequences involved; and, to the extent that it can be estimated, the probability that such conduct will or will not continue in the future is considered in the adjudication process.

LOYALTY.

*
Commission, attempts there at, preparation therefore, or aiding and abetting another in any act of sabotage, espionage, treason, anarchy or sedition.

*
Advocacy or use of force to overthrow the government of the U.S. or to alter the form of government by unconstitutional means.

*
Advocacy or commission of acts or force or violence to prevent others from exercising their constitutional rights.
FOREIGN PREFERENCE.

*
Performing U.S. government duties with the intent of serving a foreign power.

*
Acceptance and active maintenance of dual citizenship.

*
Exercise/acceptance of rights, privileges or benefits offered by a foreign state.
SECURITY RESPONSIBILITY SAFEGUARDS.

*
Deliberate/reckless disregard of security regulations and procedures.

*
Unauthorized removal of classified information from the work place.

*
Unauthorized disclosure of classified/sensitive information.
IT0110
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CRIMINAL ACTIVITIES.

*
Commission of a state felony, punishable by imprisonment for more than one year.

*
Fraud, theft, embezzlement.

*
Civil violence.
MENTAL OR EMOTIONAL INSTABILITY.

*
Any behavior, illness, or mental condition which may, in the opinion of competent medical authority, cause a defect in judgement or reliability.
FOREIGN CONNECTIONS/VULNERABILITY TO BLACKMAIL OR COERCION.

*
Failure to report a Subversion and Espionage Directed Against U.S.

*
Violation of any laws of a foreign country.

*
Concealment of derogatory information.

*
Close, continuing association with foreign nationals.
FINANCIAL IRRESPONSIBILITY.

*
Bad debts, repossessions, uncollectable accounts, income tax evasion, bankruptcy, lifestyle reflecting irresponsible expenditures, deceit/deception in obtaining credit, unexplained affluence.
ALCOHOL ABUSE.


*
Habitual consumption to point of impairment/intoxication, deterioration of health due to alcoholism, alcohol related incidents, drinking on the job, refusal to accept help for abuse/alcoholism.
DRUG USE.

*
Illegal/improper use, possession, transfer, sale or addiction to any controlled/psychoactive substance, narcotic, cannabis, or dangerous drug; possession of drug paraphernalia.
FALSIFICATION.

*
Any deliberate falsification, cover-up, concealment, mispresentation or omission of material fact or refusal to answer questions relevant to a security clearance eligibility determination.
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SEXUAL MISCONDUCT.

*
Homosexuality, Transvestism, Incest, Voyeurism, Exhibitionism, Beastiality, Sodomy, Spouse Swapping, Group Sex Orgies, Sexual Acts with Minors Or Animals, Prostitution/Pandering, Self Mutilation or Degradation, Sexual Harassment.
IT0110
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LESSON 1
PRACTICE EXERCISE
The following material will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you have completed the exercise, check your answers with the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.
1.
What are the two principles which must be adhered to when disseminating classified information?


A.
Position and status.


B.
Time in service and time in grade.


C.
Proper clearance and position.


D.
Proper clearance and need to know.

2.
Which is NOT an activity of Central Personnel Security Clearance Facility (CCF)?


A.
Conduct personnel security investigations on all DOD personnel.


B.
Grant security clearances.


C.
Adjudicate investigations.


D.
Suspend security clearances.

3.
Code "F" in the Position Personnel Security Requirement Column represents which of the following?


A.
Entrance National Agency Check (ENTNAC)


B.
Category 2 presidential support.


C.
Secret clearance.


D.
National Agency Check (NAC).

4.
Who is responsible for determining the security clearance need for each duty position in a unit?


A.
Requestor.


B.
MACOM.


C.
Unit Commander.


D.
Central Personnel Security Clearance Facility (CCF).
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LESSON 1
PRACTICE EXERCISE
ANSWER KEY AND FEEDBACK
Item
Correct Answer and Feedback
1.
D
Proper clearance and need to know (page 1-2, para 1).

2.
A
Conduct personnel security investigations on all DOD personnel



(page 1-7, para 5).

3.
B
Category 2 - Presidential Support (page 1-9, para 2).

4.
C
Unit Commander (page 1-8, para 2).

IT0110
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LESSON 2
PERSONNEL SECURITY INVESTIGATIONS
CRITICAL TASKS:  301-340-1051

301-340-2000
OVERVIEW
LESSON DESCRIPTION:
In this lesson, you will learn the policies and procedures utilized for the granting of security clearances for DA personnel requiring access to classified information.
TERMINAL LEARNING OBJECTIVE:
TASKS:
Differentiate between different types of background investigations; Describe procedures for requesting a record check; and verify the Need for interim as opposed to final clearances.
CONDITIONS:
You will be given narrative information and illustrations from AR 380-5 And FM 34-60.
STANDARDS:
Procedures for conduct of a personnel security investigations will be In accordance with provisions of AR 380-5, AR 380-67 and FM 34-60.
REFERENCES:
The material contained in this lesson was derived from the following Publications:
AR 380-5
AR 380-67
FM 34-60
INTRODUCTION
The two basic types of personnel security investigations are the National Agency Check (NAC) and the Background Investigation (BI).  NAC type investigations involve records reviews of national level agencies.  BI type investigations include records reviews and interviews with sources of information.  Discussed below are the specific types of NACs and BIs.
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PART A:  LOCAL RECORDS CHECKS (LRC)

DEFINITION OF Local Records Check (LRC):  A review of four locally available government records for the purpose of obtaining any derogatory information that might impact on a subsequent personnel security action.
CONDITIONS WHEN LRC MUST BE CONDUCTED:

*
Prior to requesting a personnel security investigation.

*
Prior to granting an interim security clearance.

*
Prior to requesting a final security clearance.

*
During in-processing but prior to granting access to classified information.

*
Prior to attending certain military schools.

*
Prior to granting one-time access.
The four military records listed below will be reviewed during the conduct of an LRC:

*
Military Personnel Records Jacket (201 File).

*
Medical Records.

*
Provost Marshal (Military Police) Files.

*
Local Intelligence/Security Files.
NOTE:  The responsibility for ensuring the completion of a LRC rests with the Requestor (for example, S-2, Security Manager, and so on).  All four of the above records are normally readily available for review should the subject of the checks be an active duty service member.  Nonavailability of certain records may be experienced when the subject of the LRC is a Federal Employee or reserve component service member.  Nonavailability of records shall not preclude submission of an investigation or request for clearance.
Key points and types of derogatory information sought during the conduct of the individual record reviews are as follows:
Military Personnel Records Jacket (201 File).

*
Record of Punishment.

*
Letters of Indebtedness.

*
Reduction in Grade.

*
Indication that a security clearance has been denied, revoked or suspended.
Medical Record.

*
Must be reviewed by a competent U.S. Medical Officer.

*
Reviewed for evidence of drug/alcohol abuse and mental/emotional instability.
NOTE:  Since a medical record may contain technical information that could adversely reflect on an individual's reliability, judgment or emotional stability they may only be reviewed by competent medical authority.  Figure 2-1 is a sample memorandum that may be prepared by an S-2 or Security manager to request performance of the medical records check by a U.S. medical officer.
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[image: image6.png]OFFICE SYMBOL (Marks #)

MEMORANDUM FOR Installation/Base Medical Facility |
SUBJECT: Request for Review of Medical Records
1. The below inc*vidual is being processed for a security clearance/access to classified
Information in accordance with AR 380-67.

Name:

SSAN:_ Grade:

Unit:
2. Request review of above individual’s medical records by a medical officer who is a
United States citizen for any illness or treatment that adversly reflects on his/her
reliability, judgement or emotional stability.

3. Request reply not later than suspense date.

JOHN R. SAMPLE
CPT, M1
S2 Officer

OFFICE SYMBOL 1" End SFC Million/mmm/DSN 821-XXXX

Installation/Base Medical Facility

FOR Commander, 1* Bn, 2™ INF, ATTN: S-2, Ft Defense, VA 22310

1. review of ,. medical
(Name) (SSAN)

records DOES/DOES NOT reveal any illness or treatment that reflects adversly on
his/her reliability, judgment or emotional stability.

2. Outline of illness or treatment that does reflect adversly (if applicable):

MEDICAL OFFICER

MAJ, MC

Installation/Base Medical
Facility





Figure 2-1.  Request for Review of Medical Records.
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Provost Marshal (Military Police) Files will be checked for the following entries:

*
Criminal Activities/Felonies.

*
Misdemeanors.

*
DUI/DWI.


*
Domestic Disturbances.

*
Excessive Traffic Violations.

*
Sexual Misconduct.
Local Intelligence/Security Files will be reviewed for the following:

*
Security Violations.

*
Security Compromises.

*
Any involvement in espionage, sabotage, terrorism, sedition or disaffection.
NOTE:  The Provost Marshal and Local Intelligence/Security files NEED NOT be checked if the individual has been in the unit for less than 30 days.  If the Local Records Checks obviously disqualifies an individual from possessing a security clearance, no investigation or clearance will be requested.
Results of Local Records Checks are recorded on the following documents:

*
In item 10 of DD Form 1879 (Request for Personnel Security Investigation).  This document is used to request a National Agency Check type investigation.

*
Bottom of the page for SF 86 (Personnel Security Questionnaire).  A SF 86 is used to request a National Agency Check type investigation.

*
In item 11 of DA Form 5247-R (Request for Security Determination).  (This form is used to request a security clearance).
NOTE:  Examples of these forms are contained in appendix A to this subcourse.
ENTRANCE NATIONAL AGENCY CHECK (ENTNAC).
Definition.  An ENTNAC is a personnel security investigation scoped and conducted in the same manner as a standard National Agency Check (NAC) except that a technical fingerprint search of files of the FBI is not conducted.
Purpose.  An ENTNAC is conducted on each enlisted member of the Armed Forces at the time of initial entry into the service.  An ENTNAC may serve as the investigative basis for granting an enlisted service member a final SECRET clearance.
Request Procedure.

SF 86 - 1 Copy

DD Form 2280 - 2 Copies
National Agency Check (NAC).
IT0110
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National Agency Check (NAC).
Definition.  An NAC is a personnel security investigation consisting of a records check of designated agencies of the federal government to include a technical fingerprint search of the files of the FBI.
Purpose.  An NAC is required for certain DOD personnel prier to appointment/retention in positions of trust and responsibility.  A NAC may serve as the investigative basis for a final SECRET security clearance.
Request Procedure.

SF 86 
- 1 Copy

DD Form 258 
- 2 Copies
NATIONAL AGENCY CHECK WITH WRITTEN INQUIRIES (NACI).
Definition and Scope.
An NACI is a personnel security investigation conducted by the Office of Personnel Management (OPM), combining the results of a NAC with written inquiries to law enforcement agencies, former employers and supervisors, references and schools.
Purpose.  An NACI is conducted on certain DOD civilian personnel appointed to sensitive positions.  An NACI may be the investigative basis for granting a final SECRET clearance.
Request Procedure.

SF 86 -1 copy

SF 87 - 1 copy

Resumix (new electronic program for job application with the Federal Government, it replaced the SF 171).
BACKGROUND INVESTIGATION (BI).
Definition.  A BI is the principle type of investigation conducted when an individual requires a TOP SECRET security clearance.  A BI which normally covers a 5-year period, consists of a Subject Interview (SI), records reviews and interviews with (human) sources of information.
Purpose.  A BI is required for a final TOP SECRET clearance, performing clearance adjudication functions, access to certain Special Access Programs, and limited access to CONFIDENTIAL or SECRET defense information by non-U.S. citizens.
Scope of Investigation.

*
Normally covers most recent 5 years, or

*
Since 18th birthday, whichever is shorter.

*
Covers at least 2 full years.
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Request Procedure.

DD Form 1879
-
4 Copies

SF 86
-
5 Copies


DD Form 258 
-
2 Copies


SF 86
-
1 Copy (Items 1-8 only) on subject's spouse or cohabitant and 


Non-US family members over age 18.

PERIODIC REINVESTIGATION (PR).
Definition.  A PR, formerly known as a "bring-up" investigation, is a personnel security investigation scoped 5 years from the data of completion of the last investigation of that type.  (BIs, SBIs, and, in some cases, certain NACs, have a 5-year recency requirement).
Purpose.  A PR is required for each individual possessing a TOP SECRET clearance, access to Sensitive Compartmented Information or other Special Access Programs, and certain categories of assignment or duties.
Request Procedure.

*
Submit the same forms as were used for the initial investigation to DSS.

*
Submit the PR not later than the 4 year, 9 month anniversary of the previously completed investigation.
PLACEMENT OF PERSONNEL SECURITY INVESTIGATION FORMS IN PERSONNEL FILES.
Based on type of personnel security investigation requested, the applicable form (see Table 1) will be forwarded with a copy placed in the individual's personnel file.
Table 1.  Request for Investigation Forms.
TYPE OF INVESTIGATION 
COPY OF FORM TO BE FILED
DNACI, BI, SBI, PR
DD Form 1879
ENTNAC
SF 86
NACI
SF 86
PART B:  FINAL SECURITY CLEARANCES
When requesting a final security clearance, the Requestor must first complete the following tasks:

*
Verify full identification data and citizenship status of clearance candidate.

*
Conduct Local Records Checks.
IT0110
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*
Verify that clearance candidate has had no break in federal service since completion of his/her last completed investigation.

*
Collect evidence of clearance candidate's previously completed investigation from his/her personnel file.

*
Consider interim clearance option if immediate access to classified information is required.
A final security clearance is requested by submitting a DA Form 5247-R (Request For Security Determination) to CCF.  Evidence of the clearance candidate's completed investigation is attached to the DA Form 5247-R.  See Figure 2-2 for an example of the DA Form 5247-R.  Detailed instructions for completion are contained in AR 380-67.
Prior to requesting a final clearance, one of the below listed documents must be attached to the DA Form 5247-R.  A copy of the applicable document will be maintained in the individual's personnel file.

*
DSS Form 1 - Report of NAC/ENTNAC.

*
USMEPCOM Form ZHM-003 - Preport of Favorable ENTNAC.

*
SF 86 - Electronic Personnel Security Questionnaire (NAC).

*
DD Form 1879 - Request for Personnel Security Investigation.

*
Resumix - Electronic Personnel Qualifications Statement.
NOTE:  The absence of any of the above forms in a personnel file generally suggests misplacement, inadvertent removal of the document from the file, or that a final security clearance has previously been granted.  In such cases, verification of a completed investigation must be completed by the Requestor prior to submission of the request for clearance.  In rare circumstances, the absence of any of the above forms may indicate that the individual has not been the subject of a personnel security investigation.  In that case, submission of an appropriate investigation in lieu of a clearance request is warranted.
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[image: image7.png]w._
REQUEST FOR SECURITY DETERMINATION

For use of this form. see AR 380-28 AND AR 380-67; the proponent agency is Deputy Chisf of Statf for inteliigence

1. RETURN RESULTS TO: 2. SUPPORTING SPECIAL SECURITY OFFIC.E
{Sansitive Compartmented Intormation Only)

3. UNIT IDENTIFICATION CODE 4. SOCIAL SECURITY NUMBER

S5a. NAME [Lase. first, M) Sb. ALIASES (Formar/Maiden name}

8s. DATE OF BIRTH (Year. month, day) 6b. PLACE OF BIRTH /State or Country} 7b. STATUS (see /tem 18)

8. REASON FOR REQUEST /Chack appropriste boxis) 9. PRIOR INVESTIGATION/CLEARANCE/SENSITIVE

COMPARTMENTED INFORMATION ACCESS
CLEARANCE
(] vopsecrer [] emeisurery ] s
(] secrer [} ATTACHED PROOF/873 OF PRIOR INVESTIGATION/
CLEARANCE (Check, if appiicsbiel
] ovHER (Expraint
CURRENT CLEARANCE

[(] wTerm GrRanTED
10. CITMIZENSHIP /Chack sppropriate box)

[} us cmzen or NATIONAL BY B1ATH (] us cmzen By NATURAUZATION

" [[] "us cmzen sy DERIVATION OR BORN ABROAD OF US PARENTS

US CITIZENSHIP VER!FIED BY ({/dentify docurment examined [See Appendix 8, AR 604-5))

11. LOCAL FILES CHECKS 12. FEDERAL SERVICE
§ CERTIFY THAT LOCAL RECORDS CHéCKS OF PERSONNEL
RECORDS, MEDICAL RECORDS, MILUTARY POLICE RECORDS AND
LOCAL INTELLIGENCE FILES WERE MADE WITH
FAVORABLE RESULTS, EXCEPT AS NOTED IN REMARKS

1 CERTIFY THAT SUBJECT ABOVE HAS BEEN IN CONTINUOUS
FEDERAL SERVICE WITHOUT BREAK EXCEEDING TWELVE
MONTHS SINCE

Year. month, day)

13. INCLOSURES

14. REMARKS //f necessary, continue on reversa)

- 15. DATE 186. TYPED NAME, GRADE, TITLE, AND AUTOVON NO.

17. SIGNATURE OF SECURITY MANAGER!AU'THORIZED
OFFICIAL

18. A - AAFES J -DAC AND ACTIVE USAR R - ACTIVE USAR
C - DA CIVILIAN /DAC) K - DAC AND INACTIVE USAR S - SUMMER HIiRE
€ - ACTIVE ENLISTED/OCS L - DAC AND ARNG T - CIVILIAN CONTRACTOR
F -NAF M-DAC AND DOD AFFILIATION W- ACTIVE WARRANT OFFICER
G - ACTIVE GENERAL OFFICER N - ARNG X - RED CRCSS
I -INACTIVE USAR O - ACTIVE OFFICER

Z -ROTC CADET
OTHER (Explain)

DA FORM 5247-R, SEP 83

USAPPC V2.00





Figure 2-2.  Request for Security Determination.
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When a final clearance is granted by CCF, a DA Form 873 is prepared and forwarded to the requestor of the clearance.
PART C:  INTERIM SECURITY CLEARANCES.
INTRODUCTION:  The Commander of CCF has delegated authority to unit commanders to grant interim security clearances.  The processing of interim clearances and the preparation of the clearance documentation are functions of the command granting the interim clearance.  Below are the procedures for processing interim clearances, a discussion of interim clearance parameters, and instructions for documenting the granting of an interim clearance.
CONFIDENTIAL AND SECRET INTERIM CLEARANCE CONSIDERATIONS.
Before an interim CONFIDENTIAL or SECRET clearance may be granted to a clearance candidate, the requestor must complete the following tasks:

*
Favorable review of clearance candidate's SF 86, Electronic Personnel Security Questionnaire (NAC).

*
NAC type investigation initiated.  (A completed investigation is not required for a CONFIDENTIAL or SECRET interim clearance, but a NAC type investigation must be Initiated and forwarded to DIS prior to the granting of the interim clearance).

*
Favorable Local Records Checks (LRC) on clearance candidate completed.

*
DA Form 5247-R, Request for Security Determination, prepared and forwarded to CCF requesting final clearance and noting that an interim clearance was granted.
TOP SECRET INTERIM CLEARANCE CONSIDERATIONS.
Before an interim TOP SECRET clearance may be granted to a clearance candidate, the requestor must complete the following tasks:

*
Favorable NAC type investigation completed.  (The requestor must verify, by reviewing the candidate's personnel file, that a favorable NAC type investigation has been completed).

*
Favorable review of candidate's SF 86, Electronic Personnel Security Questionnaire (BI/SBI).

*
BI, SBI or PR initiated.  (A BI type investigation must be initiated and forwarded to DSS prior to the granting of an interim TOP SECRET clearance).

*
Favorable Local Records Checks (LRC) on clearance candidate completed.

*
DA Form 5247-R, Request for Security Determination, prepared and forwarded to CCF requesting final clearance and noting that an interim clearance was granted.
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*
No break in federal service exceeding 12 months since completion of NAC type investigation.  (The requestor must verify this by reviewing the candidate's personnel file).

*
An established SCI BILLET must exist.  (SCI Billets are discussed in a subsequent section of this lesson).
INTERIM CLEARANCE PARAMETERS.
The granting of interim security clearances is only authorized within the following parameters:
Authority.

*
Commander, CCF, has delegated authority to unit commanders to grant interim clearances on behalf of CCF.

*
Commanders may appoint individuals to act for them in the execution of interim clearances.  Appointment orders must be prepared authorizing the appointed individual to exercise such authority.

*
Individuals authorized to grant interim clearances must be eligible for a final TOP SECRET clearance.
Definite Lifetime of 180 Days.

*
All interim clearances expire 180 days from the date granted unless an Interim Clearance Extension is approved.

Interim Clearance Extension.

*
In the event a final clearance is not received from CCF prior to expiration of the interim clearance, an extension of the interim clearance is authorized.  An interim clearance may only be extended one time.

*
The time period of an interim clearance extension is 180 days.

*
A "Tracer" DA Form 5247-R must be forwarded to CCF requesting a final clearance 30 days prior to the original interim clearance expiration date.
Actions Taken Leading to the Granting of a Final Clearance.

*
An interim clearance is granted with the intent that the clearance candidate will, at a later date, receive a final clearance at the same level.  The action taken that would lead to the granting of the final clearance is an assurance that an appropriate investigation is submitted (concurrent with the granting of an interim clearance) of the type required as the investigative basis for the issuance of a final clearance.
Preparation of DA Form 873 and Field Determined Personnel Security Status Transaction.
IT0110
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*
Figure 2-3 depicts a DA Form 873 (Interim Clearance) containing Instructions for proper preparation.  The form is prepared in one original copy only and is placed in the candidate's personnel file.

*
Field Determined Personnel Security Status (FDPS) Transaction.  Upon receipt of the DA Form 873 for the granting of an interim clearance, the unit/battalion Personnel Actions Center (PAC) will submit an FDPS transaction to SIDPERS.  (This transaction is discussed in a subsequent section of this lesson).
NOTE:  Interim clearances need not be granted to individuals possessing outdated favorable BIs (in excess of 5 years since completion).  Such individuals are eligible for final SECRET clearance.

2-11
IT0110

[image: image8.png]CERTIFICATE OF CLEARANCE AND/OR SECURITY DETERMINATION
For use of this form, see AR 604-5, AR 604-10, AR 601.270, and AR 690-1; the proponent

QQency is
Office of Assistant Chief of Staff for intelligence.

PART | - BASIC INFORMATION

FROM: (Originating Headquarters) (Include ZIP Code)

COSSIER NUMBER

LEAVE BLANK OR

ENTER tEADQUARTERS ORGANIZATION
LAST NAME - FIRST NAME - MIDDLE NAME

(ITEM 1, SEC 1, DA FORM 2A/B)

MILITARY OR CIVILIAN
GRADE

(ITEM 1, SEC 11,
DA_22

PLACE OF BIRTH (City, County, State, Country) CIVILIAN JOB TITLE (1t any)
POB NOT IDENTIFIED ON DA FORIi 2A/B) |ONLY USED FOR CIVILIANS~-OTHER
WISE "NOT USED"
PART Il - SECURITY CLEARANCE
TYPE OF INVESTIGATION CONDUCTED ’ AGENCY OR COMMAND WHICH CONDUCTED

- n " INVESTIGATION
ENTER "LOCAL RECORDS CHECK

ENTER OFFICE S sYnBOL
2

SOCIAL SECURITY ACCOUNT
NUMBER

(LTEM 2, SEC 1,
DA 2A/5

DATE OF BIRTH (Day, Month,
Yeor)

(ITEM 7, SEC 1,

DA

DATE INVESTIGATION COM
"DATY GF sty
LRC COMPLETED

HIGHEST CLASSIFICATION OF INFORMATION TO WHICH ACCESS IS
AUTHORIZED (Top Secret, Secret, Contidentiai)

ENTER APPROPRIATE CLASSIFICATION

DATE INTERIM CLEARANCE
GRANTED (Day, Month, Yesr)

ENTER DATE GRANTEN

FINAL CLEARANCE
NTED (Day, Month, Year)

ENTER "NOT USED"

PART 11l - REMARKS

CLEARANCE GRAWTED BY AUTHORITY OF CDR, CCF. %
INTERIM CLEARANCE EXPIRES ON DDMMYY. os
INTERTM CLEARANCE EXTENTION EXPIRES DDMMYY.

1. EXPIRATION DATE IS 180 DAYS FROM THE DATE ENTEI%&

IN "DATE INTERIM CLEARANCE GRANTED" IN
PART II ABOVE.

(' A 2. THE REMARK "INTERIM CLEARANCE

N EXTENTION EXPIRES DDMMYY", IS ONLY
é ENTERED IN THE EVENT AN EXTENTION
\ IS GRANTED. THE EXTENTION DATE IS
180 DAYS FROM THE DATE OF THE

ORIGINAL INTERIM CLEARANCE

EXPIRATION DATE.

I

PART IV - PREP:~

-G OFFICIAL
ORGANIZATION )

HQS ELEMENT/OFFICE OF
PREPARING OFFICIA

TYPED NAME, GRADE AND sSOCI

DATE
DATE THE FORM WAS
SICNED

CURITY ACCOUNT NUMBER SIGNATURE

DISTRIBUTION

{1 Military Personnel Records Jacket (DA Form 201) or Civilian Official Personnel Folder
[ Official Military Personnel Folder

{3 U.S. Amy Investigative Records Repository

T Other (Specify)

—

DA FORM 373 REPLACES EDITION OF ' MAR 63. WHICH IS OBSOLETE.
! DEC 69




Figure 2-3.  DA Form 873 (Used for Granting of Interim Clearance).
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LESSON 2
PRACTICE EXERCISE
The following material will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you have completed the exercise, check your answers with the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.
1.
Which form is used to request a Security Clearance?


A.
SF 86.


B.
DA Form 5247-R.


C.
DD Form 1879.


D.
DA Form 873.

2.
Which of the following investigations is required for a final TOP SECRET clearance?


A.
Background Investigation.


B.
Entrance National Agency Check.


C.
Local Records Check.


D.
National Agency Check with Written Inquiries.

3.
An interim clearance may be initially granted for what length of time?

A.
360 days.


B.
90 days.


C.
180 days.


D.
120 days.

4.
Individuals authorized to grant interim clearances must be eligible for what level of clearance?


A.
Level of clearance as high as that which is granted.


B.
TOP SECRET clearance.


C.
SECRET clearance.


D.
CONFIDENTIAL clearance.

5.
How long is a Background Investigation considered current?


A.
10 yrs.


B.
7 yrs.


C.
3 yrs.


D.
5 yrs.
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LESSON 2
PRACTICE EXERCISE
ANSWER KEY AND FEEDBACK
Item
Correct Answer and Feedback
1.
B
DA Form 5247-R (page 2-4, para 4).
2.
A
Background Investigation (page 2-5, para 8).
3.
C
180 days (page 2-10, para 3).
4.
B
TOP SECRET clearance (page 2-10, para 2).
5.
B
5 years (page 2-5, para 7).
IT0110
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LESSON 3
ADMINISTRATIVE FUNCTIONS
CRITICAL TASK:  301-340-1051
LESSON DESCRIPTION:
In this lesson, you will learn the administrative aspects of a Personnel Security Program.
TERMINAL LEARNING OBJECTIVE:
TASKS:
Describe the information and procedures required to maintain administrative records on all DA personnel requiring a security calearance; determine the need for security clearances through review of TDA/TOE documents; and complete all applicable forms for security clearance, transfer of personnel, and special subprograms of a personnel security program (PSP).
CONDITIONS:
You will be given narrative information and illustrations from STP 34-97B1-SM, AR 380-67, and FM 34-60.
STANDARDS:
You will perform the administrative functions associated with a personnel Security Program in accordance with STP 34-97B1-SM.
REFERENCES:
The material contained in this lesson was derived from the following publications:
AR 380-5
AR 380-67
FM 34-60
STP 34-97B1-SM
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PART A:  CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT.
PURPOSE.  The Standard Form (SF) 312 (see Figure 3-1) serves as a contractual agreement between the US government and a cleared employee in which the employee agrees never to disclose classified (or classifiable) information to an unauthorized person.  The SF 312 is executed prior to the cleared employee being granted access to classified information.  Execution of SF 312 acknowledges the individual's understanding that any unauthorized disclosure of classified information is subject to a fine of not more than $10,000 or imprisonment for not more than 10 years, or both.
NOTE:  See DA Circular 380-87-1 for more information concerning the SF 312. EXECUTION PROCEDURES.
Military Personnel.  Military personnel must execute two original copies of SF 312 prior to being afforded access to classified information.  The Security Manager will brief the military service member regarding responsibilities to protect classified information and ensure the service member understands the provisions of the SF 312 before the Form is executed.  The Security Manager will witness the service member's execution of SF 312 and ensure that both original copies contain the service members original signature, the security manager's original signature, and that the witnessing data is the same as the service member's date.  The Security Manager will then forward one original copy of the completed SF 312 to an address below.  The Security Manager retains and files the other original copy in the security office files (The Modem Army Recordkeeping System (MARKS) Number 380-5g).
For Active Army Officers:
For Active Army Enlisted Members:


Commander
Commander



PERSCOM
US Army Enlisted Records and



ATTN:  DAPC-MSR

Evaluations Center



200 Stovall Street
ATTN:  PCRE-RF-I



Alexandria, VA 22332-0400
Ft. Benjamin Harrison, IN 




46249-5301

For National Guard Officers:
For Army Reserve Officers:


Chief
Commander



Army National Guard Personnel Center
ARPERCEN



ATTN:  NGB-ARP-CA
THRU:  DARP-SM to DARP-RSM-D



5600 Columbia Pike
9700 Page Boulevard



Falls Church, VA 22041
St. Louis, MO 63132-5200

For Army National Guard Enlisted Members:
For Army Reserve Enlisted



The State, District of Columbia, or
Personnel not on Active Duty:



Commonwealth of Puerto Rico Adjutant
Commander



General, as appropriate
ARPERCEN




THRU:  DARP-SM to DARP-RSM-D




9700 Page Boulevard




St. Louis, MO 63132-5200

IT0110
3-2

[image: image9.png]CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT
AN AGREEMENT BETWEEN AND THE UNITED STATES

(Name of Individual - Printed or typed)

1. Intending to be legally bound. I hereby accept the obligations contained in this Agreement in consideration of my being
granted access 10 classified information. As used in this Agreement, classified informauon is marked or unmarked classified
information, including oral communications, that is classified under the standards of Executive Order 12356, or under any other
Executive order or statute that prohibits the unauthorized disclosure of information in the interest of national security; and
unclassified information that meets the standards for classification and is in the process of a classificci:on determination as
provided in-Sections 1.1 and 1.2(e) of Executive Order 12356, or under any other Exeanive order or statute that requires
protection for such information in the interest of national security. I understand and accept that by being granted access to
classified informauon, special confidence and trust shall be placed in me by the United States Government.

2. 1 hereby acknowledge that 1 have received a security indoctrination concerning the nature and protection of classified
information, including the procedures to be followed in ascertaining whether other persons to whom I contemplate disclosing this
information have been approved for access 1o it, and that | understand these procedures.

3. Thave been advised that the unauthorized disclosure. unauthorized retention. or negligent handling of classified information
by me could cause damage or irreparable injury to the United States or could be used to advantage by a foreign nation. 1 hereby
agree that | will never divulge classified information 1o anvone uniess: {a) 1 have officially venfied that the recipient has been
properly authorized by the United States Government 10 receive it; or {b) 1 have been given prior written notice of authorization
from the United States Government Department or Agency (hereinafter Departmemt or Agency) responsible for the
classification of the information or last granting me a security clearance that such disclosure is permitted. 1 understand that if
I am uncernain about the classification status of information. 1 am required to confirm {rom an authorized official that the
information is unclassified before I may disciose it, except to a person as provided in (a) or (b), above. I further understand that
I am obligated to comply with laws and regulations that prohibit the unauthorized disclosure of classified information.

4. 1 have been advised that anv breach of this Agreement may result in the termination of any security clearances I hoid:
removal from any position of special confidence and trust requiring such clearances; or the termination of my employment or
other relationships with the Depariments or Agencies that granted my security clearance or clearances. In addition, I have been
advised that any unauthorized disclosure of classified information by me may constitute a violation, or violations, of United
States criminal laws. including the provisions of Sections 641, 793, 794, 798, and *952. Title 18, United States Code.
*the provisions of Section 783(b), Title 50, United S1ates Code, and the provisions of the Intelligence Identities Protection Act

of 1982. I recognize that nothing in this Agreement constitutes a waiver by the United States of the right 1o prosecute me for any |
statutory violation.

5. 1 hereby assign 1o the United States Government all royalties, remunerations, and emoluments that have resulted, will result

or may result from any disclosure, publication, or revelation of classified information not consistent with the terms of this
Agreement, :

6. 1 understand that the United States Government may seek anyv remedy available to it to enforce this Agreement including.
but not limited to. application for a court order prohibiting disclosure of information in breach of this Agreement.

7. 1 understand that ali ciassified information to which { have access or may obtain access by signing this Agreement is now and |
will remain the property of, or under the control of the United States Government unless and unul otherwise determined by an
authorized official or final ruling of a court of law. [ agree that I shall return all classified materials which have. or may come into
my possession or for which 1 am responsible because of such access: (a) upon demand by an authorized representauve of the
United States Government: (b) upon the conclusion of my employment or other relationship with the Depanment or Agency
that last granted me a security clearance or that provided me access 10 classified information: or (c) upon the conclusion of my
employment or other relationship that requires access to classified information. If I do not return such materials upon request.
I understand that this may be a violation of Section 793, Title 18. United States Code. a United States criminal law.

8. Unless and until I am released in writing by an authorized representative of the United States Government, 1 understand

that all conditions and obligations imposed upon me by this Agreement apply during the time I am granted access to classified
information, and at all times thereafter.

‘9. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable.
all other provisions of this Agreement shalil remain in full force and effect.

10. These restrictions are consistent with and do not supersede, conflict with or otherwise alter the emplovee obligations, rights
or liabilities created by Executive Order 12356; Section 7211 of Title 3, United States Code (governing disclosures to Congress):
Section 1034 of Title 10, United States Code. as amended by the Military Whistleblower Protection Act (governing disclosure
to Coneress by members of the military); Section 2302(b)(8) of Title 3, United States Code. as amended by the Whistleblower
Protection Act (governing disclosures of illegality. waste, fraud. abuse or public heakh or safety threais); the Intelligence
1dentities Protection Act of 1982 {50 U.S.C. 421 et seq.) {governing disclosures that could expose confidential Government
agents). and the statutes which protect against disclosure that may compromise the national security, including Sections 641,
793. 794, 798, and 952 of Title 18, United States Code. and Section 4(b) of the Subversive Activities Act of 1950 (50 U.S.C.
Secuon 783(b)). The definitions. requirements. obligations, rights, sanctions and liabilities created by said Executive Order and
listed statutes are incorporated into this Agreement and are controlling.

{ Continue on reverse.)
NN TS slnaaddea Y ISTR
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Figure 3-1.  SF 312 (Classified Information Nondisclosure Agreement).
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[image: image10.png]py PR

11. I have read this Agreement carefully and my

questions. if any, have been answered. I acknowledge that the briefing officer
has made avatlablie 1o me the Executive Order and statutes referenced in this Agreement and its implemenung regulation
{32 CFR Secuon 2003.20) so that | may read them at this ume, if | so choose.

SIGNATURE

SOCIAL SECURITY NUMBER
(See Nouce below)

QRGANIZATION

F CONIRACTOR, LICENSEE, GRANTEE OR AGENT, PROVIDE. NAME, ADDRESS. AND, IF aPPLICABLE, FEDERAL SUPPLY CODE :\LMBER)
{Type or print)

WITNESS ' ACCEPTANCE
THE EXECUTION OF THIS AGREEMENT WAS WITNESSED} THE UNDERSIGNED ACCEPTED THIS AGREEMENT ON
BY THE UNDERSIGNED. BEHALF OF THE UNITED STATES GOVERNMENT.
SIGNATURE

DATE SIGNATURE DATE

NAME AND ADDRESS (Type or print) NAME AND ADDRESS (Iype or print) .

SECURITY DEBRIEFING ACKNOWLEDGEMENT

1 reaifirm thai the provisions of the espionage laws, other federal criminal

laws and executive orders applicable 1o the safeguarding of classified
information have been made available 10 me: that [ have returned all classified information in my custody; that I will not communicale or transmit

classified informanion 10 any unauthorized person or organizalion: that I will prompily report to the Federal Bureau of Investigation any attempt by an

unauthorized person to solicit classified information, and that I (have) (have not) (strike out inappropriate word or words) received a security
debriefing.

SIGNATURE OF EMPLOYEE DATE

NAME OF WITNESS (Type or prant}

SIGNATURE OF WITNESS

NOTICE. The Privacy Act, S U.S.C. $52a, requires that federal agencies intorm individuais, at the ime information i1s sohicited from them, whether the disclosure 13 mandatory
of vojuntary, by whai authority such intormanon 1s sciliciled, and what uses will be made of the information. You are hereby advised that authorty tor souciting your Social
Secunty Account Number (33N) 13 Executive Order 9397, Your S5N will be used to identily you precisely when 1t 13 necessary 10 11 certily that you have access 1o the
mformation indicated above or ) determine that your access to the information 11dicated has lerminaied. Although disclosure of your SSN 13 not mandatory. your tailure to do
10 may impede the procesnng of such certilications or determinations. of poss.oly result in the densal of your being granied access to classitied intormalion.

NOT APPLICABLE TO NON-GOVERNMENT PERSONNEL SIGNING THIS AGREEMENT.

STANDARD FORM 312 BACK (REV. (-91)
UNICOR 1 41086RBX '




Figure 3-1a.  SF 312 (Classified Information Nondisclosure Agreement).
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Civilian Personnel.  Procedures for executing SF 312 for civilian personnel are the same as those for military personnel except that only one original copy is executed.  The Security Manager will retain the original copy in the security office files.

TRANSFER OF PERSONNEL.

Military Personnel.  When military personnel transfer (Permanent Change of Station (PCS)), the Security Manager will retrieve the service member's SF 312 from the security office file and forward it in a sealed envelope addressed to the attention of the gaining command security manager.  When the gaining command is not known, for example, the service member's transfer orders indicate he/she is to report to an Adjutant General Replacement Detachment/Company, the Security Manager will retrieve the service member's SF 312, place it in sealed envelope addressed "Security Manager, Gaining Command", and enclose the envelop in the service member's Military Personnel Records Jacket (201 File).  When military members separate from service, the Security manager will retrieve the member's SF 312, annotate the date of separation on the Form and retain it in local inactive files for one year at which time the Form is transferred to a local records repository.

Civilian Personnel.  When an army civilian transfers to another Army activity, the Security Manager will retrieve the civilian's SF 312 from the security office file and forward it in a sealed envelope addressed to the attention of the security manager of the gaining agency and forwarded by inclusion in the civilian's Official Personnel Folder.  The SF 312 for Army civilian personnel retiring or resigning from government service is processed in the same manner as for military personnel.

NOTE:  When a cleared individual transfers, resigns or retires, the SF 312 is transferred or retired in inactive files and a mandatory security debriefing is administered.

REFUSAL TO EXECUTE FORM.

Mandatory Advisory.  National Security Decision Directive 84 (signed by the President in 1983) specifies that execution of a Nondisclosure Agreement is mandatory for all military and civilian personnel as a condition of access to classified information.  Reluctance to sign the SF 312 is considered a lack of personal commitment to protect classified information.  Personnel who refuse to sign SF 312 will not be given a security clearance, or an existing one will be revoked.

Suspension of Access.  An individual who refuses to sign a SF 312 will be advised that his/her access to classified information will be suspended for a 30 day "cooling off" period, allowing the individual time to reconsider signing the Form.  If an individual again refuses to sign the SF 312 at the conclusion of the 30 day period, CCF will be notified and a Letter of Intent to Revoke Security Clearance will be prepared and forwarded to the individual through command channels.
CCF Intent to Revoke.  The CCF Letter of Intent to Revoke Security Clearance gives the individual 60 days to respond to the Letter or sign the SF 312.  If at the end of 60 days, the individual still refuses to execute the SF 312, the person's security clearance will be revoked.

3-5
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Consequences of Refusal.  Military personnel who refuse to sign SF 312 will be advised that refusal will result in loss of security clearance, possible change in duty position, and eventual change in MOS if access to classified information is mandatory for performance in that specialty.  Civilian personnel refusing to sign a SF 312 will be removed from positions requiring access to classified information.

PART B:  DOCUMENTATION OF SECURITY CLEARANCE IN

MILITARY PERSONNEL RECORDS JACKET (201 FILE)

INTRODUCTION:  DA Form 873, Certificate of Clearance and/or Security Determination (see Figure 3-2 for a sample of a completed DA Form 873) and DA Form 2A, Personnel Qualification Record (Part I) for Enlisted Personnel (see Figure 3-3) or DA Form 2B, Personnel Qualification Record (Part I) for Warrant and Commissioned Officers (see Figure 3-4) are the two documents found in Military Personnel Records Jackets (201 File) that contain security clearance information.  This information is consistent with the information on the DA Form 873.  (Official Personnel Folders for civilian personnel contain only the DA Form 873 as record of a security clearance).  The remainder of this section will address the seven (7) items of personnel security interest contained on the DA Form 2A and 2B.

PERSONNEL SECURITY STATUS DATA ON PERSONNEL QUALIFICATION RECORD.

The Personnel Qualification Record (Part I)(DA Forms 2A and 2B) contains a record of the soldier's personnel security status.  Items 34-40 of Section II -Qualification Data of the Enlisted Soldier's DA Form 2A - contains personnel security status data.  The DA Form 2B for warrant and commissioned officers contains the same personnel data in Items 33-39 of Section II of the Form.
IT0110
3-6

[image: image11.png]CERTIFICATE OF CLEARANCE AND/OR SECURITY DETERMINATION
For use of this form, see AR 604-5, AR §04-10, AR 401-270, ond AR 690-1; the proponent agency is
Offica of Assistant Chial of Staif for intelligence.

FROM: (Originating Hesdquarters) (Include ZIP Code)
USA CENTRAL PERSONNEL SECURITY CLEARANCE FACILITY (CCF)
FORT GEORGE C. MEADE, MARYLAND 20755-5250

LAST NAME - FIRST NAME - MICDLE NAME

PATRICK L. HERRERA

DOSSIER NUMBER

NOT USED

SOCIAL SECURITY ACCOUNT
NUMBER

111-22-3444

RY OR CIVILIAN

DATE OF BIRTH (Day. Month,
Yesr)

12 OCT 71

PLACE OF BIRTH (City, Counry, State, Country)

OGDEN, UTAH

CIVILIAN JOB TITLE (If any)

NOT USED

USA

DATE INVESTIGATION COM-

TYPE OF INVESTIGATI?
PLETED (Day. Month, Year) DN CONOUCTED

SPECIAL BACKGROIIND
INVESTIGATION

AGENCY OR COMMAND WHICH CONDUCTED
INVESTIGATION

NOT USED

DATE INTERIM CLEARANCE
GRANTED (Desy, Month, Year)

NOT USED

18 DEC 99

MIGHEST CLASSIFICATION OF INFORMATION TO WHICH ACCESS IS
AUTHORIZED (Top Sacret. Secret, Confidennal)

*kkkkkkkTOP SECRET***kkkk*

THIS CERTIFICATE SUPERSEDES ALL PREVIOUSLY ISSUED CLEARANC
CERTIFICATES.
DESTROY ALL PREVIOUS COPIES.

COMMANDER

US ARMY INTELLIGENCE CENTER
AND SCHOOL .

\ ATTN:  ATSI-SO

FORT HUACHUCA, AZ 85613

ORGANIZATION

USA CCF

LACE

FORT MEADE, D 20755-5250

DATE
06 JAN 00

TYPED NAME, GRADE AMD 50CI

CURITY ACCOUNT NUMBER SIGNATURE

MAT G. PROUTY, COL)

DISTRIBUTION

111-22-3444

Military Personnel Records Jacket (DA Form 201) or Civilian Official Personnel Folder
Official Military Personnel Folder

U.S. Ammy Investigative Records Repository
Other (Specify)

FORM
DA ‘ ogc ' REPLACES ECITIONOF | MAR 63. WHICH 1S OBSOLETE.

(IE0TE]




Figure 3-2.  Certificate of Clearance and/or Security Determination.
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[image: image12.png]PREPARED PCN: PERSONNEL QUALIFICATION RECORD PART |
PPA TYPE RECORD

SECTION | - PERSONAL DATA

**1. NAME: . RACE/CODE: 11. ETH GRP/CODE:

2. SSN: . DATE OF BIRTH: **12. CITZSHP/CODE:
3. VSSN CODE: . NUMBER DEPENDENTS 13. MRLT STS/CODE:
4. MPC/CODE: . NO ACMP CSDEP PCS: 14. REL PREF/CODE:
5. SEX/CODE: . NO ACMP NCSDEP PCS:

SECTION Il - QUAUIFICATION DATA

1. GRADE/CODE: . PROMOTION IND: _ 29. SQT RATING/CODE:

2 DATE OF RANK: DUAL SVC GRADE/CODE: 30. SQT SCORE:

3. SVC COMP/CODE: . DUAL SVC COMP/CODE: 31. PROM PTS-C/DATE:

4. PMOS/ASI: . SMOS/ASI: 32. PROM PTS-P/DATE:

5. LANG-1/CODE: 19. DUTY MOS/ASI: 33. REEN ELIG/INELIG:

7. BLANK . BONUS MOS/EFF DATE: . PER SCTY INV INIT/DATE:

8. BLANK . PROM/PROG MOS: *35. PER SCTY INV COMP/OATE:

9. PULHES: . PROPAY/CODE: **36. FLD DETMD PER SCTY STS:
10. PHYS CAT CODE: . SPAY1/SPAY2: DPT DETMD PER SCTY STS
11. GT CODE: . IPAY11PAY2: ~38. PER RLBTY PGM ASGN STS:
12. OJT COMP DATE: . SQT MOS: **39. PER SCTY INV'INIT STS:
13. MILYEDUC/CODE: . SQT DATE-1: = 40. PER SCTY INV COMP STS:
14. CIV EDUC/CODE: . SQT DATE-2:

SQT PERCENTAGE:

SECTION Il - UNIT DATA
(DELIBERATELY LEFT BLANK)

SECTION IV -- SERVICE DATA
(DELIBERATELY LEFT BLANK)

SECTION V ~ POSITION DATA
(DELIBERATELY LEFT BLANK)

SECTION Vi -- LOCAL DATA
(OELIBERATELY LEFT BLANK)

DA FORM 2A (





Figure 3-3.  DA Form 2A, Personnel Qualification Record (PART I) - Enlisted Personnel.  NOTE:  Items preceded with asterisks denote items of personnel security interest.
IT0110
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[image: image13.png]PREPARED PCN: PERSONNEL QUALIFICATION RECORD, PART |
PPA TYPE RECORD

SECTION | -- PERSONAL DATA

. NAME 6. RACE/CODE: 11. ETH GRP/CODE:

. SSN: **7. DATE OF BIRTH *12. CITZSHP/CODE:

. VSSN CODE 8. NUMBER DEPENDENTS 13. MRLT STS/CODE:
. MPC/CODE 9. NO ACMP CSDEP PCS: 14. REL PREF/CODE:
. SEX/CODE 10. NO ACMP NCSDEP PCS:

SECTION Il - QUALIFICATION DATA
. GRADE/CODE (W) 14. CIV EDUC/CODE: 27. CONTROL BRANCH:
AD GRADE/CODE (O) 15. PROMOTION IND: 28, SPAY1/SPAY2:
DATE OF RANK (W) 16. 29. IPAY1/PAY2:
AD DAT OF RANK (O) 17. 30. ACT FED SVC:
. SVC COMP/CODE: 18. PULHES: 31. ACT FED CODE:
. PSSVASSI/AS12 (O): 19. PHYS CAT CODE: 32. AFS VER CODE:
. SEC SSVAS13/AS14(0) 20. DUAL SVC GRADE/CODE (W): **33. PER SCTY INV INiT/CODE:
. PMOS/ASI (W): 21. DUAL SVC COMP/CODE (W): **34. PER SCTY INV COMP/CODE:
. PERM GRD/CODE (W): 22. CONTROL SPEC (0):’ ~35, FLD DETMD PER SCTY STS:
. PERMDOR (W) 23. DUTY SSVASI (O): 36, DPT DETMD PER SCTY STS:
. LANG-1/CODE: 24. BASIC BRANCH (O) ~37. PER RLBTY PGM ASGN STS:
. LANG-2/CODE: 25, CMOS/ASI(W): =38, PERS SCTY INV INIT STS:
. MiL EDUC/CODE: 26. DUTY MOS/ASI(W): =39 PERS SCTY INV COMP STS:

1
2.
3.
4.
5
6
7
8
9
10
11
12
13

SECTION lli -- UNIT DATA
(DELIBERATELY LEFT BLANK)

SECTION IV -- SERVICE DATA
(DELIBERATELY LEFT BLANK)

SECTION V -- POSITION DATA
(DELIBERATELY LEFT BLANK)

SECTION Vi -- LOCAL DATA
(DELIBERATELY LEFT BLANK)

DA FORM 2B (





Figure 3-4.  DA Form 2B, Personnel Qualification Record (PART I) - Warrant and
Commissioned Officers.  NOTE:  Items preceded with asterisks denote
items of personnel security interest.

3-9
IT0110

PERSONNEL SECURITY STATUS DATA ON PERSONNEL QUALIFICATION RECORD

SECTION II, DA FORM 2A
SECTION II, DA FORM 2B

ENLISTED PERSONNEL
COMMISSIONED & WARRANT OFFICERS
34.
PER SCTY INV INIT/DATE:
X YYMMDD
=
33.
PER SCTY INV INIT/DATE:
X YYMMDD
35.
PER SCTY INV COMP/DATE:
X YYMMDD
=
34.
PER SCTY INV COMP/DATE:
X YYMMDD

36.
FLD DETMD PER SCTY STS:
XXXXXXXX
=
35.
FLD DETMD PER SCTY STS:
XXXXXXXX

37.
DPT DETMD PER SCTY STS:
XXXXXXXX
=
36.
DPT DETMD PER SCTY STS:
XXXXXXXX

38.
PER RLBTY PGN ASGN STS:
XXXXXXXX
=
37.
PER RLBTY PGM ASGN STS:
XXXXXXXX

39.
PERS SCTY INV INIT STS:
XXXXXXXX
=
38.
PERS SCTY INV INIT STS:
XXXXXXXX

40.
PES SCTY INV COMP STS:
XXXXXXXX
=
39.
PERS SCTY INV INIT STS:
XXXXXXXX

The seven items of personnel security interest on DA Forms 2A and 2B are:

*
PERSONNEL SECURITY INVESTIGATION INITIATED/DATE.


(PER SCTY INV INIT/DATE:  X YYMMDD)


*
PERSONNEL SECURITY INVESTIGATION COMPLETED/DATE.


(PER SCTY INV COMP/DATE:  X YYMMDD)


*
FIELD DETERMINED PERSONNEL SECURITY STATUS.


(FLD DETMD PER SCTY STS:  XXXXXXXX X)


*
DEPARTMENT DETERMINED PERSONNEL SECURITY STATUS.


(DPT DETMD PER SCTY STS:  XXXXXXXX X)


*
PERSONNEL RELIABILITY PROGRAM ASSIGNMENT STATUS.


(PER RLBTY PGM ASGM STS:  XXXXXXXX X)


*
PERSONNEL SECURITY INVESTIGATION INITIATION STATUS.


(PERS SCTY INV INIT STS:  
XXXXXXXX X)


*
PERSONNEL SECURITY INVESTIGATION COMPLETED STATUS.


(PERS SCTY INV COMP STS:  XXXXXXXX X)

NOTE:  The above seven items are explained in detail on the following pages.  For illustration purposes, Items 34-40 of Section II of the DA Form 2A will be used.
IT0110
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Table 1.  ITEM 34-SEC 
II, DA 2A/ITEM 33-SEC II, DA 2B
PERSONNEL SECURITY INVESTIGATION INITIATED/DATE
(PER SCTY INV INIT/DATE:  X YYMMDD)

[image: image14.png]34. PER SCTY INV INIT DATE: X YYMMDD

35. PER SCTY INV COMP/DATE: X YYMMDD
36. FLD DETMD PER SCTY STS:

37. DPT DETMD PER SCTY STS:

38. PER RLBTY PGM ASGN STS:

39. PERS SCTY INV INIT STS:

40. PERS SCTY INV COMPS STS:





This item is provided by CCF and contains a one character code which reflects the type of investigation currently open at DSS, plus the date on which the investigation was started.
The following codes are used to report the initiation/opening of new investigations by DSS:
DATA CODE
MEANING
PRINTED ON DA 2A/2B


A
Special Background Investigation
A YYMMDD

B
Background Investigation
B YYMMDD

E
National Agency Check
E YYMMDD

F
Entrance National Agency Check
F YYMMDD

G
Periodic Reinvestigation -
G YYMMDD


Background Investigation

H
Periodic Reinvestigation -
H YYMMDD


Special Background Investigation

X
Other
X YYMMDD
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Table 2.  ITEM 35-SEC II, DA 2A/ITEM 34-SEC II, DA 2B
PERSONNEL SECURITY INVESTIGATION COMPLETED/DATE
(PER SCTY INV COMP/DATE:  X YYMMDD)

[image: image15.png]34. PER SCTY INV INIT/DATE

X YYMMDD

35. PER SCTY INV COMP DATE: X YYMMDD

36

. FLD DETMD PER SCTY STS:

37. DPT DETMD PER SCTY STS:

38
39

. PER RLBTY PGM ASGN STS:
. PERS SCTY INV INIT STS:
. PERS SCTY INV COMPS STS:

XXOOXXX X
20000 X
XXX X
XXXXXXXXX X
X000 X





This item is provided by CCF and contains a one character code which reflects the type of investigation completed by DSS, plus the data on which the investigation completed.
The following codes are used to reflect the type of completed investigation:
DATA CODE
MEANING
PRINTED ON DA 2A/2B


A
Special Background Investigation
A YYMMDD


B
Background Investigation
B YYMMDD


C
National Agency Check with Inquiries
C YYMMDD


D
National Agency Check plus 10 years
D YYMMDD



continuous active duty


E
National Agency Check
E YYMMDD


F
Entrance National Agency Check
F YYMMDD


Y
None
Y


X
Other
X YYMMDD

IT0110
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FIELD DETERMINED PERSONNEL SECURITY STATUS
(FLD DETMD PER SCTY STS:  XXXXXXXX X)

[image: image16.png]34. PER SCTY INV INIT/DATE: X YYMMDD
35. PER SCTY INV COMP/DATE: X YYMMDD

36. FLD DETMD PER SCTY STS: XXXOXXXXXX X

37. DPT DETMD PER SCTY STS: 2OOOO0OXX X
38. PER RLBTY PGM ASGN STS:

39. PERS SCTY INV INIT STS:

40. PERS SCTY INV COMPS STS:





This item is inputted via a local SIDPERS transaction and contains an abbreviation of the highest level of access to classified information granted the soldier by his/her local unit commander, followed by a one character code reflecting the same.  Except for an interim clearance granted by the local command, this access may be equal to or less than, but not greater than, the Department Determined Personnel Security Status.  NOTE:  The level of access indicated in this item should equate to the Position Personnel Security Status (PPSS) of the position occupied by the soldier in the SIDPERS Authorized Strength File (SASF).
The following codes are used to report the degree of access to classified information granted the soldier by his/her commander:
DATA CODE
MEANING
PRINTED ON DA 2A/2B


A
Top Secret with Sensitive



TOPSEC-SCI A



Compartmented Information


B
Top Secret with Interim Access
TOPSEC-ISCI B

To Sensitive Compartmented

Information (NOTE: CCF, as the

sole DA authority for approval

Of SCI access, must approve

Interim access is granted based on

a "compelling need' access request

from the soldier's commander).


C
Interim Top Secret with Interim
ITOPSEC-ISCI C

Access to Sensitive Compart-

mented Information (NOTE:  This

clearance and access is approved

by CCF based on a "compelling

need" and concurrent submission

of an SBI).
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Table 3.  ITEM 36-SEC II, DA 2A/ITEM 35-SEC II, DA 2B (concluded).

D
Top Secret
TOPSEC D


E
Interim Top Secret
ITOPSEC E


F
Secret
SEC F


G
Interim Secret
ISEC G


H
Confidential
CONF H


J
Interim Confidential
ICONF J


L
Classified Data Access Not
CDA-NGRNT-FLD L



to Date by Field Commander


M
Classified Data Access Suspended
CDA-SUSP M


Y
None
NONE Y

Table 4.  ITEM 37-SEC II, DA 2A/ITEM 36-SEC II, DA 2B
DEPARTMENT DETERMINED PERSONNEL SECURITY STATUS
(DPT DETMD PER SCTY STS:  XXXXXXXX X)

[image: image17.png]34. PER SCTY INV INIT DATE: X YYMMDD

35. PER SCTY INV COMP/DATE: X YYMMDD
36. FLD DETMD PER SCTY STS: XO00OXX X

37. DPT DETMD PER SCTY STS: 2OOOOXXX X

38. PER RLBTY PGM ASGN STS: 2000000 X
39. PERS SCTY INV INIT STS: 20000 X
40. PERS SCTY INV COMPS STS: XOOOOXXXX X





This item is provided by CCF and contains an abbreviation of the highest level of clearance granted a soldier by CCF, followed by a one character code reflecting the same.  This item is also used to indicate that a soldier is ineligible for a clearance or has had a clearance suspended or revoked.
IT0110
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The following codes are used to report the degree of security clearance (and special access) granted a soldier by CCF or the ineligibility for, denial or suspension of a clearance:
DATA CODE
MEANING
PRINTED ON DA 2A/2B


A
Top Secret with Sensitive
TOPSEC-SCI A



Compartmented Information


B
Top Secret with Interim Access
TOPSEC-ISCI B



To Sensitive Compartmented



Information


C
Interim Top Secret with Interim
ITOPSEC-ISCI C



Access to Sensitive Compart-



mented Information


D
Top Secret
TOPSEC D


F
Secret
SEC F


H
Confidential
CONF H


K
Review of dossier by department
REV-DOSR-RQRD K



level central clearance facility



required prior to authorizing



interim clearance


M
Classified Data Access Suspended
CDA-SUSP M


N
Classified Data Access Eligibility
CDA-DND-CCF N



Denied by Department Level



Central Clearance Facility


P
Ineligible for Personnel Security
INELIG-PSCLNC P



Clearance


Y
None
NONE Y
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Table 5.  ITEM 38-SEC II, DA 2A/ITEM 37-SEC II, DA 2B
PERSONNEL RELIABILITY PROGRAM ASSIGNMENT STATUS
(PER RLBTY PGM ASNG STS:  XXXXXXXX X)

[image: image18.png]34. PER SCTY INV INIT DATE: XYYMMDD

35. PER SCTY INV COMP/DATE: X YYMMDD
36. FLD DETMD PER SCTY STS: XOXXXXX X

37. DPT DETMD PER SCTY STS: XXX X

39. PERS SCTY INV INIT STS:
40. PERS SCTY INV COMPS STS:





This item is inputted via a local SIDPERS transaction and contains an abbreviation of a soldier's standing relative to a Personnel Reliability Program, followed by a code reflection the same.  (NOTE:  Data in this item is inputted by local personnel offices and is reported to MILPERCEN via the automated Personnel Information System (PERSINS).  DA Form 3180 (Personnel Screening and Evaluation Record) is the actual data element source used in selection of an appropriate code to report a soldier's status in a Nuclear Surety (AR 50-5), Chemical Surety (AR 50-6) or Automation Security Program.  The code used in this item should equate to the code indicating the Position Personnel Security Requirement (PPSR) of the position occupied by the soldier in the SIDPERS Authorized Strength File (SASF)).
The following codes are used to report a soldier's standing relative to training and duty under Nuclear, Chemical and Automation Surety Personnel Reliability Programs:
DATA CODE
MEANING
PRINTED ON DA 2A/2B


A
Assigned to Critical Nuclear Weapons
ASG-CRIT-NWPOSN A

Position.  (NOTE:  Individual has a BI

or SBI and has been certified

acceptable).


B.
Selected and determined acceptable
SEL-DETM-ACC-ASG B

for assignment with or without

technical school training in a

specialty or position requiring

nuclear or chemical reliability

program certification.  (NOTE:  

Includes persons eligible for training 

or travel who are pending results of a 

personnel security investigation.

Acceptability to be formally certified by

gaining nuclear or chemical unit commander

prior to actual performance in a nuclear or

IT0110
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Table 5.  ITEM 38-SEC II, DA 2A/ITEM 37-SEC II, DA 2B (continued)


D
Assigned to controlled nuclear weapons
ASG-CON-NWPOSN D

position.  (NOTE:  Individual has been

certified acceptable and, as a minimum,

has a NAC or ENTNAC or a noncurrent

BI).


E
Assigned to a critical nuclear weapons
ASG-CRIT-NWP-PND-BI E

position on an interim basis pending

results of a BI.  (NOTE:  individual has

been certified acceptable and has a

current NAC or ENTNAC or a noncurrent

NAC).


G
Assigned to controlled nuclear weapons
ASG-CN-NWP-PND-PSI G

position on an interim basis pending

results of a new personnel security

investigation.  (NOTE:  individual has

been certified acceptable and, as a

minimum, has a noncurrent NAC).


J
Formerly certified under nuclear
FORM-CERT-NUC-PRP J

personnel reliability program.

(NOTE:  Rescreening and recerti-

fication required prior to any new

nuclear weapons assignment).


K
Formerly assigned to automatic
FRM-ASG-ADP-PRP-PN K

data processing personnel reliability

program.


M
Temporarily decertified for reasons
TMP-DCRT-RSN-OT-ST M

other than short term illness or

medication.  (NOTE:  Status must be

resolved prior to reassignment, usually

within 6 months).


N
Assigned to automatic data processing
ASG-ADP-PRP-POSN N



personnel reliability program position.


P
Permanently decertified/disqualified
PERM-DCRT-CRIT-NWP P



without prejudice from a critical



nuclear weapons duty position.
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Table 5.  ITEM 38-SEC II, DA 2A/ITEM 37-SEC II, DA 2B (continued).

Q
Denied nuclear or chemical personnel
DND-NUC-CML-PRP-CT Q

reliability program certification, 

without prejudice, as a result of 

initial screening or decertification/

disqualification prior to actual duty



performance.


R
Permanently decertified/disqualified
PERM-DCRT-CON-NWP R

without prejudice from a controlled

nuclear weapons position.


S
Decertified/disqualified from automatic
DECERT-ADP-PRP S

data processing personnel reliability

program.


U
Assigned to a chemical surety (chemical
ASG-CML-POSN-U

personnel reliability program) position.

(NOTE:  Individual has been certified

acceptable and, as a minimum, has a

NAC or ENTNAC).


V
Assigned to a chemical surety (chemical
ASG-CML-PN
-PND-PSI V

personnel reliability program) position 

on an interim basis pending results of a 

new personnel security investigation.  

(NOTE:  individual has been certified 

acceptable and has a noncurrent personnel 

security investigation).


W
Formerly certified under chemical
FORM-CERT-CML-PRP W

personnel reliability program.  (NOTE:

rescreenng and recertification required

prior to any new chemical surety 



position).


X
Permanently decertified/disqualified
PERM-DECERT-CML-PN X

without prejudice from a chemical

surety position.


Y
None.
NONE Y
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Table 6.  ITEM 39-SEC II, DA 2A/ITEM 38-SEC II, DA 2B
PERSONNEL SECURITY INVESTIGATION INITIATION STATUS
(PERS SCTY INV INIT STS:  XXXXXXXX X)

[image: image19.png]34. PER SCTY INV INIT DATE: X YYMMDD
35. PER SCTY INV COMP/DATE: X YYMMDD
36. FLD DETMD PER SCTY STS:

. DPT DETMD PER SCTY STS:
. PER RLBTY PGM ASGN STS:





This item is provided by CCF and contains an abbreviation of the type of personnel security investigation currently open at DSS, followed by a one character code reflecting the same.
THIS ITEM DEFINES THE MEANING OF THE CODE IN ITEM 34.
The following codes are used to report the initiation/opening of new investigations by DSS:
DATA CODE
MEANING
PRINTED ON DA 2A/2B


A
Special Background Investigation
SBI A


B
Background Investigation
BI B


E
National Agency Check
NAC E


F
Entrance National Agency Check
ENTNAC F


G
Periodic Reinvestigation-
PD-REINVES-BI G



Background Investigation


H
Periodic Reinvestigation-
PD-REINVES-SBI H



Special Background Investigation


X
Other
OTHER X
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Table 7.  Cross check of Items 34 and 39-Sec II, DA 2A/Items 33 and 38-Sec II, DA 2B.

[image: image20.png]34. PER SCTY INV INIT DATE: X YYMMDD

35. PER SCTY INV COMP/DATE:
36. FLD DETMD PER SCTY STS:

37. DPT DETMD PER SCTY STS:

38. PER RLBTY PGM ASGN STS:





Note that the code entered in Item 39-SEC II, DA 2A (Item 38-SEC II, DA 2B) is the same code as entered in Item 34-SEC II, DA 2A (Item 33-SEC II, DA 2B).  The abbreviation of the type of investigation open at DSS in Item 39 (Item 38) permits an individual who does not have access to an interpretation of the various codes to readily discern the type of open investigation.
Table 8.  ITEM 40-SEC II, DA 2A/ITEM 39-SEC II, DA 2B

PERSONNEL SECURITY INVESTIGATION COMPLETED STATUS

PERS SCTY INV COMP STS:  XXXXXXXX X)

[image: image21.png]. PER SCTY INV INIT DATE:
. PER SCTY INV COMP/DATE:
. FLD DETMD PER SCTY STS:

. DPT DETMD PER SCTY STS:
. PER RLBTY PGM ASGN STS:
. PERS SCTY INV INIT STS:





This item is top-fed by CCF and contains an abbreviation of the type of investigation completed by DSS, followed by a code reflecting the same.  (NOTE: The type of investigation indicated in this item should be equal to or greater than the Personnel Security Investigation Required (PSIR) of the position occupied by the soldier in the SIDPERS Authorized Strength File (SASF)).  

THIS ITEM DEFINES THE MEANING OF THE CODE IN ITEM 35..
The following codes are used to reflect the type of completed investigation:
DATA CODE
MEANING
PRINTED ON DA 2A/2B


A
Special Background Investigation
SBI A


B
Background Investigation
BI B
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C
National Agency Check with Inquiries
NACI C


D
National Agency Check plus 10 years
NAC-1 0-YR-AD D



continuous active duty


E
National Agency Check
NAC E


F
Entrance National Agency Check
ENTNAC F


Y
None
NONE Y


X
Other
OTHER 

Table 9.  Cross-check of items 35/40 (DA 2A) and 34/39 (DA 2B).
[image: image22.png]34. PER SCTY INV INIT DATE: X YYMMDD

35. PER SCTY INV COMP/DATE: X YYMMDD
36. FLD DETMD PER SCTY STS:

37. DPT DETMD PER SCTY STS:
38. PER RLBTY PGM ASGN STS:
39. PERS SCTY INV INIT STS:





Note that the code entered in Item 40-SEC II, DA 2A (Item 39-SEC II, DA 2B) is the same code as entered in item 35-SEC 11, DA 2A (Item 34-SEC II, DA 2B).  The abbreviation of the type of investigation completed by DSS in Item 40 (Item 39) permits an individual who does not have access to an interpretation of the various codes to readily discern the type of completed investigation.
Table 10.  CONSOLIDATED EXAMPLES
All seven items of personnel security interest on a Personnel Qualification Record may contain entries as shown below.
** EXAMPLE 1 **

34.  PER SCTY INV INIT-DATE:
B 9800702

35.  PER SCTY INV COMP/DATE:
E 970614

36.  FLD DETMD PER SCTY STS:
ITOPSEC E

37.  DPT DETMD PER SCTY STS:
SEC F

38.  PER RLBTY PGM ASGN STS:
ASG-CRT-NWP-PND-BI E
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39.  PERS SCTY INV INIT STS:
BI B


40.  PERS SCTY INV COMP STS:
NAC E

Items relating to the initiation of personnel security investigations and Personnel Reliability Program status often do not contain entries if not applicable to the individual soldier's personnel security status as shown below.
** EXAMPLE 2 **

34.  PER SCTY INV INIT/DATE:


35.  PER SCTY INV COMP/DATE:
B 970221


36.  FLD DETMD PER SCTY STS:
SEC F


37.  DPT DETMD PER SCTY STS:
TOPSEC D


38.  PER RLBTY PGM ASGN STS:


39.  PERS SCTY INV INIT STS:


40.  PERS SCTY INV COMP STS:
BI B

NOTE:  Security clearance data on DA Form 873 AND DA FORM 2A or 2B MUST BE CONSISTENT.
[image: image23.png]M-85 B TY S4TAAnRAREN
Poo 42040 G tuts. om 88 S0, ad Mmad A8 gy -
e o e e e e e e —
»

[ X1
rrobl
i

1
13
b
LS
L
4.
1.g
0.
9,
",
.
.
.

P maasy Fesmenst St paskes 18 P o 00 @ Lok GG P
§

A e e e ——

3] Sem gt





Figure 3.5  IDENTIFICATION DATA (FINAL and INTERIM).
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PART I, DA FORM 873
SECTION I, DA FORM 2A/2B

NAME
=
ITEM 1

SSAN
=
ITEM 2

DATE OF BIRTH
=
ITEM 7
CLEARANCE DATA
(FINAL)

PART II, DA FORM 873
=
SECTION II, DA FORM 2A/2B


DATE INVESTIGATION COMPLETED
=
ITEM 35 (2A)/ITEM 34 (2B)

TYPE INVESTIGATION COMPLETED
=
ITEM 40 (2A)/ITEM 39 (2B)


SECURITY CLEARANCE
ITEM 36 (2A)/ITEM 36 (2B)

CLEARANCE DATA
(INTERIM)

PART II, DA FORM 873
SECTION II, DA FORM 2A/2B

SECURITY CLEARANCE
=
ITEM 36 (2A) /ITEM 35 (2B)

NOTE:  When the DA Form 873 indicates an interim clearance, Item 39 (2A) or Item 38 (2B)should indicate an open (initiated) investigation.  If final security clearance data on DA Form 873 is not consistent with final security clearance data on DA Form 2A/2B, a Security Manager must prepare a DA Form 5247-R (Request for Security Determination) and forward it to CCF with a copy of the DA Form 873 and DA Form 2A/2B attached.  CCF will then prepare and send the Security Manager a new DA Form 873 or correct the DA Form 2A/2B as appropriate.  (NOTE:  CCF cannot effect changes to disconnects in identification data).
PART C:  PERSONNEL SECURITY NOTICE.
Definition.  The personnel Security Notice (AAC-C69) is a SIDPERS generated report that provides a listing of individual personnel security status situations requiring action by the unit commander.  The Notice is prepared monthly by the SIDPERS Interface Branch, MILPO.

Section III of this document contains procedures for documenting the need for security clearance.  Recall that the unit commander is responsible for determining and documenting the 1) Position Personnel Security Status, 2) Position Personnel Security Requirement, and 3) Personnel Security Investigation Required for each position authorized in his/her manpower
authorization document.  The reason for documenting these three personnel security requirements is to ensure that individual personnel security status situations are considered when selecting personnel for specific duty assignments.  Through the functioning of The Army Authorization Document System (TAADS), personnel newly assigned to a unit will ideally possess the personnel security qualifications specified to fill a particular vacancy within the unit.  However, due to any number of reasons, this is not always possible.  The purpose of the Personnel Security Notice is to advise the commander of a discrepancy between a newly assigned soldier's actual personnel security status situation and the personnel security requirements of the position to which the soldier is assigned.  Because a soldier's individual
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personnel security status situation must be considered when the unit commander selects a soldier to fill a certain position, the commander can anticipate any disconnects to be identified in a Personnel Security Notice and take action to correct the situation prior to receipt of the Notice.
[image: image24.png]PREPARED YY MM DD PCN: AAC-C89 PERSONNEL SECURITY NOTICES CDYY MMM DD SCN XX PAGE XX
UNIT X00Q00000000000000000000000( MC XX DA CODES-ASG XX STATUS XX AREA XOXXX UIC X 200( XX UPC XXX
ANALYST X RPT SEQ CODE XXX PPA XX

NAME SSN GRADE TYPE OF NOTICE

X0000OOO00OOAOOCOOROOON0OXX XO-X-2000C XXX FIELD STATUS IS HIGHER THAN DEPARTMENT
STATUS FIELD DETERMINED PERSONNEL SECURITY
STATUS IS X DEPARTMENT DETERMINED PERSONNEL
SECURITY STATUS IS X

20000AOOOOOAOCOOOOOACONXX. AOO=XX-2000 XXX POSITION STATUS IS HIGHER TAN FIELD STATUS
POSITION PERSONNEL SECURITY STATUS IS X
FIELD DETERMINED PERSONNEL SECURITY STATUS IS X

2000000OOOOOOOOOOOOOOOON XOC-XX-XDO0C XXX POSITION STATUS 1S HIGHER THAN DEPARTMENT STATUS
POSITION PERSONNEL SECURITY STATUS IS X
DEPARTMENT DETERMINED PERSONNEL SECURITY STATUS X

2000000000000 OOE-XX-XO00( XX INVESTIGATION REQUIRED IS HIGHER THAN INVESTIGATION
COMPLETED PERSONNEL SECURITY INVESTIGATION REQUIRED
1S X PERSONNEL SECURITY INVESTIGATION COMPLETED IS X

200000OOCOOOOOOOOOOCOCOCO  2OO-XX-XO00( XXX INVESTIGATION REQUIRED IS HIGHER THAN INVESTIGATION
INITIATED PERSONNEL SECURITY INVESTIGATION REQUIRED
IS X PERSONNEL SECURITY INVESTIGATION INITIATED IS X




Figure 3-6.  Personnel Security Notice.
Below are the five personnel security status situations that may appear in a Personnel Security Notice:


*
The Field Determined Personnel Security Status (level of access authorized by local commander) is higher than the Department Determined Personnel Security Status (level of clearance granted by CCF).

*
The Position Personnel Security Status (level of access authorized by local commander as indicated on SIDPERS Authorized Strength File (SASF) is higher than the Field determined Personnel Security Status.

*
Investigation Required (type of investigation determined necessary by local commander to perform the functions of a particular position) is higher than the Investigation Completed (type of completed investigation indicated on the soldier's Personnel Qualification Record).

*
Investigation Required (type of investigation determined necessary by local commander to perform the functions of a particular position) is higher than the Investigation Initiated (type of open investigation indicated on the soldier's Personnel Qualification Record).
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Below are options available to commanders to resolve individual personnel security status situations contained in a Personnel Security Notice:
For these cases in which the Field status is higher than Department Status, the commander's options are as follows:

*
If position requirement is no longer needed, process a change to the unit's MTOE/TDA.  Annotate the Notice accordingly.

*
If position requires a higher level of access, process the soldier for the required access.  Annotate the Notice accordingly.

When the Position Status is higher than Field Status, the commander has the following options:

*
If the position requirement is no longer valid, process a change to the unit's MTOE/TDA.  Annotate the Notice accordingly.

*
If the position requirement is valid and the soldier's Department Determined Personnel security Status is lower, process the soldier for the required access.  Annotate the Notice accordingly.

*
If the position requirement is valid and the soldier's Department Determined Personnel Security Status is the same or higher than the position requirement, annotate the appropriate code on the Notice.
When the Position Status is higher than Department Status, the commander has the following options:

*
If the position requirement is no longer valid, process a change to the unit's MTOE/TDA.  Annotate the Notice accordingly, or


*
If the position requirement is valid, process the soldier for the required access.  Annotate the Notice accordingly.
In the event that the Investigation Required is higher than Investigation Completed, the commander has the following options:

*
If the position requirement is no longer valid, process a change to the unit's MTOE/TDA.  Annotate the Notice accordingly, or

*
If the position requirement is valid, process the soldier for the required investigation.  Annotate the Notice accordingly.
For those cases in which the Investigation Required is higher than Investigation Initiated, commander's options are as follows:

*
If the position requirement is no longer valid, process a change to the unit's MTOE/TDA.  Annotate the Notice accordingly, or

*
If the position requirement is valid, process the soldier for the required investigation.  Annotate the Notice accordingly.
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Figure 3-7.  Personnel Security Notice Flow Chart.
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RECIPROCAL ACCEPTANCE OF PREVIOUS INVESTIGATIONS AND CLEARANCES.
Previous Clearances.  Army clearance authorities are encouraged to accept from other commands, services, and agencies, on a mutual and reciprocal basis, the results of previous clearances which have been granted by appropriate authority.  Such reciprocation will avoid repetitious filing of personal history statements, the time and expense of multiple investigations and multiple clearances.
Validity of Clearance Granted by Another Service or Agency.  Generally, the validity of a clearance granted to an individual by another service or agency will not be questioned.  However, clearance authorities have the right to review investigative and personnel files pertaining to the individual in question.  When deemed necessary, additional investigation may be requested before authorizing the individual's access to classified defense information.  Requests for additional investigation will be precise and describe what additional investigation is deemed necessary.
Granting Access to Classified Information to Individuals of Another Service or Agency.  Whenever it becomes necessary for the DA to authorize access to classified information in its custody to a member of another service or agency who has not previously been cleared or is in need of a higher degree of clearance, the parent service or agency will be requested to conduct the necessary investigation and grant or deny the desired clearance.  Records of the security clearance or certificate of access authorization granted by the parent service or agency will be maintained in accordance with the administrative procedures of that service or agency.
Should it be determined that it would not be in the best interests of the national security to permit the individual to have access to classified defense information in Army custody, or if the individual has been denied the required security clearance, the commander will reassign the individual to nonsensitive duties within his organization or revoke the detail or assignment, and advise the parent service or agency why.  The responsibility to initiate security proceedings and to deny or revoke a security clearance rests with the parent service or agency.
Whenever DA personnel are assigned or detailed for duty with another service or agency, it is DA responsibility to advise the using service or agency of any adverse information coming to its attention which relates to the individual's continued eligibility for access to classified defense information.  Should the using agency or service determine that the individual cannot have access to classified information in its custody after receipt of such information from the DA or its own sources, the agency will assign the individual to other duties.
SECURITY CLEARANCES OF SEPARATED DA PERSONNEL.  Clearances granted under the provision of AR 380-67 become invalid upon termination of the individual's service with the Army by reason of discharge, resignation or retirement.
The exception is retired general officers who may participate in classified conferences or a particular activity or project.  Such clearances remain valid for this purpose unless terminated by the Deputy Chief of Staff for Intelligence, Department of the Army.
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PART D:  ONE-TIME ACCESS.
PURPOSE.  To grant one-time, short duration access to information at a higher level than authorized by an existing security clearance when an urgent and immediate need for such access is justified.
One-time access is most commonly granted for access to collateral TOP SECRET information.  Unlike procedures used in the granting of an interim TOP SECRET clearance, no investigation is submitted as a condition of granting the access.  One-time access is granted with the expectation that the individual to whom the access is granted will not require access to that same level of classified information for any significant future period of time.
APPROVAL AUTHORITY.  Only General Officers or civilian equivalents may approve one-time access.
LIMITATIONS.  Limitations placed on the granting of one-time access are as follows:

*
Access automatically expires 30 calendar days from the date granted.

*
Access may be extended for 30 day periods by written authorization but may NOT exceed 90 calendar days.

*
A one-time access may not be used more than once on behalf of the same individual within any 12 month period.

*
Locally approved one-time access to Communications Security (COMSEC) 
information, Sensitive Compartmented Information (SCI) or North Atlantic Treaty Organization (NATO) information is NOT authorized.
RECORD KEEPING.  Records used to reflect the granting of one-time access must include the following:
Employee's full identification data to include the following:

*
Level of access authorized.

*
Complete justification as to why access was granted.

*
UNCLASSIFIED description of specific information to which access was authorized and inclusive dates access was afforded.

*
Results of Local Records Checks (conducted prior to access authorization).

*
Approval Authority's signature certifying the above.

*
Copies of any pertinent briefings and/or debriefings given to employee.
IT0110
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PART E:  LIMITED ACCESS AUTHORIZATION (LAA).
Definition.  A limited Access Authorization (LAA) is an authorization for access to CONFIDENTIAL and SECRET classified defense information granted to non-US citizens and immigrant aliens; TOP SECRET LAAs are prohibited.  (An LAA is NOT to be construed as a security clearance).
Access by Aliens and Foreign Nationals.  The term "alien", as used throughout this lesson, pertains to both immigrant aliens and foreign nationals.  Immigrant aliens are not eligible for security clearances.  Such personnel may be granted limited access authorizations but only under certain conditions and procedures.
Appropriate authority as defined below may grant an immigrant alien a limited access authorization when it is determined that the immigrant alien is employed in the best interest of national security.
The classified mission of the command, agency, or installation is secondary to the interest of national security in establishing authorization.  It is therefore essential that strict limitations be placed on the type of positions in which aliens may be utilized and the type of information which may be disclosed.  The commander granting access must ensure that access is strictly controlled.  In no case will a limited access authorization be granted if the investigation disclosure information which raises a reasonable doubt concerning the character, integrity, or trustworthiness of the individual, or if investigation reveals possible disaffection for the US or the intentional withholding or concealment of pertinent information pertaining to the individual's personal history.
APPROVAL AUTHORITIES.  The following activities are the only ones authorized to grant LAAs:

*
Non-US citizen Military Personnel
- CCF

*
Non-US citizen Civilian Personnel (CONUS)
- CCF

*
Non-US citizen Civilian Personnel (OCONUS)
- Major Command (MACOM)

APPROVAL CONSIDERATIONS.  When there are compelling reasons to grant access to
classified information to an immigrant alien or a foreign national in futherance of a DOD mission, such individuals may be granted an LAA only under the following conditions:

*
The position can NOT be filled by ANY United States citizen; LAAs will be limited to persons who posses a special skill or technical expertise essential to the national security that is not available with United States citizens.

*
Access is limited to ONLY that CONFIDENTIAL and/or SECRET information necessary to accomplish assigned duties.  Exposure to classified information outside the scope of an approved LAA is a compromise of classified information and will be processed in accordance with 



AR 380-5.
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*
The classified information would be considered normally releasable to the individual's country of origin.
INVESTIGATION REQUIREMENTS.  An LAA may only be approved following a favorably completed investigation (there exists no provisions for an "interim" LAA).  Below are the investigative requirements:

*
A full Background Investigation is required.  (NOTE:  As with all personnel security investigations, DSS has the responsibility for controlling the investigation.  A great majority of investigative effort will be accomplished overseas by the military investigative agencies, they are given wide latitude in the opening, conducting and closing of BIs for LAAs).

*
Foreign nationals who are LAA candidates must agree to submit to a counterintelligence-scope polygraph examination as part of the investigative process.

*
Individuals granted LAAs shall be the subject of a 5-year Periodic Reinvestigation.  A Background Investigation supporting an LAA has a defined lifetime of 5 years from the date it was completed.

*
Individuals granted LAAs shall be the subject of a 5-year Periodic Reinvestigation.  A Background Investigation supporting an LAA has a defined lifetime of 5 years from the date it was completed.
DA FORM 3028-R, LIMITED ACCESS AUTHORIZATION.  A DA Form 3028-R is used as the record for an approved LAA.  An appropriate authority, upon granting an LAA, will prepare the DA Form 3028-R.  A job description and commander's statement outlining the reasons why the job can not be filled with a United States citizen will accompany each DA Form 3028-R.  The job description which accompanies the DA Form 3028-R must clearly delineate what aspects of the job require access to classified information.  This portion of the job description must not deviate from information recorded in the block titled "Description Of Type And Degree Of Classified Information To Which Access Is Authorized:" on the DA Form 3028-R.  Major Command (MACOM) commanders will determine distribution of DA Forms 3028-R.  It is important to remember that any access to classified information by immigrant aliens or foreign nationals may not be granted pending completion of DA Form 3028-R.  A DA Form 3028-R authorizing an LAA will remain in effect for 5 years from the date the supporting Background Investigation was completed unless sooner revoked or rescinded by change of duties, termination of employment, or similar circumstances.  Renewal requests will be processed through the same channels provided for original requests.  See Figure 3-8 for a sample DA Form 3028-R prepared by a MACOM.
When inspecting a DA Form 3028-R to determine it's validity, completeness and accuracy, a Security Manager should do the following:

*
Ensure the LAA is current by reviewing the expiration date.

*
Ensure the Background Investigation meets the 5-year recency requirement.
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*
Ensure the stated access limitation is not broad or general in nature and that it is consistent with the employee's job description.

*
Ensure the Form was completed and signed by an authorized approval authority.

*
Ensure identification data and citizenship status is consistent with data contained in the employee's personnel file.

The following information is required on DA Form 3028-R:

*
Full identification data to include citizenship status.

*
Date and type of most recent investigation, to include identity of investigative agency.

*
Nature of material to which access is authorized (delineated as precisely as possible).

*
Classification level to which access is authorized.

*
Compelling reasons for granting access.

*
Status of individual (Immigrant Alien or Foreign National).
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[image: image26.png]LIMITED ACCESS AUTHORIZATION

{Aliens, Foreign Nationais)
. For use of this ferm, 108 AR 804-5: the proponent sgency i Otlice of Assistany Chief of Staf! For Intslilgence,

ORAIGINATING HEADGUARTERS

DATE

05 Jul 87

Headquarters, United States Army Europe (USAREUR)
APQ New York 09405

This is to verify that the following named individual has been investigated under the
provisions of AR 604-5 and he/she is hereby authorized acceas only to the type of
classified information described below in the course of his/her official duties.
Employment of this individual in the duties described in inclosure 1 hereto is
necessary in the interests of national security.

MNAME (Last, [iri, M)
SCHMIDT arl Hans
WG-07 IN 6245891 656MIB-10901
DATE OF BIRTH PLACE OF BIATH

22 Sep 50 Frankfurt am Main, Hessen, Federal Republic of Germany
DESCRIPTION OF TYPE AND DEGREE OF CLASSIFIED INFORMATION TO WHICH ACCESS 1S AUTHORIZED

DEGREE OF ACCESS AUTHORIZED: SECRET

ACCESS LIMITATIONS: Access is limited tn interpretation, translation and
analysis of intelligence products prepared by and received from West German
intelligence and security agencies concerning the activities of hostile

intelligence services operating in the West German state of Hessen.

COMPELLING REASONS FOR GRANTING ACCESS: Employee possesses native fluency

in the English and German languages and has extensive knowledge of East
European intelligence services,

CITIZENSHIP STATUS: Federal Republic of Germany (West German)
STATUS OF INDIVIDUAL: Foreign National Employee

DATE AUTHORIZATION EXPIRES
21 Jun 92

DATE BACKGROUND INVESTIGATION REQUIRED SY PARAGRAPH 3-403, AR 804-8§ WAS COMPLETED
22 Jun 87

COMMAND WHICH CONDUCTED INVESTIGATION ANO POLYGRAAPH EXAMINATION
66th Military Intelligence Brigade, APO NY 05208

DATE POLYGRAPH EXAMINATION COMPLETED

NAME OF POLYGRAPH EXAMINER
09 Jun 87 \ Richard D. Tracy

TYPED NAME, QRADE ANO TITLE OF OFFICERN GRANTING SIONAT] E
AUTHORIZATION -
WILLIAM D. MAJORS, GENERAL M“
Commander-In-Chief, USAREUR
EDITION OF DEC 89 IS OBSOLETE

DA FORM 3028-R, Sep 83





Figure 3-8.  DA Form 3028-R, Limited Access Authorization.
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LESSON 3
PRACTICE EXERCISE
The following material will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you have completed the exercise, check your answers with the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.
1.
In item 35-SEC II, DA 2A, what is the code for National Agency Check with written inquiries?


A.
D


B.
C


C.
Y


D.
X

2.
A soldier is selected for a position, does not meet the personnel security requirements for that position, access is required and soldier is clearable.  What should be done?


A.
Reassign soldier.


B.
Process a change to the MTOE/TDA.


C.
Request investigation or clearance.


D.
Grant access.

3.
An initial one-time access can be granted for a period of how many calendar days?


A.
30


B.
90


C.
180


D.
60
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4.
A Background Investigation is scoped for
____yrs when used for a Limited Access Authorization.


A.
15


B.
5


C.
7


D.
10

5.
The approving authority for LAAs outside the US is___________________.


A.
MACOM


B.
CCF


C.
DSS


D.
Unit Commander
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PRACTICE EXERCISE
ANSWER KEY AND FEEDBACK
Item
Correct Answer and Feedback
1.
B.
Code C.  (page 3-20, para 2).

2.
C.
Request investigation or clearance (page 3-25, para 11).

3.
A.
30 calendar days (page 3-28, para 6).

4.
B.
5 years (page 3-29, para 3).

5.
A.
MACOM (page 3-29, para 1).
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LESSON 4
SUSPENSION OF ACCESS AND REPORTING DEROGATORY INFORMATION
CRITICAL TASK:  301-340-1051
OVERVIEW
LESSON DESCRIPTION:
In this lesson, you will learn the correct procedures to use when viable derogatory information is uncovered either prior to, during, or after the granting of a security clearance.
TERMINAL LEARNING OBJECTIVE:
TASKS:
Describe procedures to be taken upon receipt of derogatory information before, during, or after initiation of a background investigation, determine if denial of access to classified information is "with or without prejudice", and determine if judicial actions are required.
CONDITIONS:
You will be given narrative information and illustrations from AR 380-67 and AR 381-20.
STANDARDS:
You will report credible derogatory information through proper channels utilizing properly formatted reports/forms in accordance with the provisions of AR 380-67 AND AR 381-20.
REFERENCES:
The material contained in this lesson was derived from the following publications:
AR 380-67
AR 381-20
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INTRODUCTION
The ultimate determination of whether the granting of a clearance is clearly consistent with the interests of national security must be an overall common sense determination based upon all available information, both favorable and unfavorable.  The granting, denial, or revocation of a security clearance may be a matter of far-reaching consequences to DA as well as to the individual concerned.  Therefore, arbitrary and perfunctory decisions must be avoided.  The activities and associations listed below, whether current or past, may, depending upon the degree of seriousness, be the basis for denial of access to classified defense information, or revocation of clearance.
PART A:  SUSPENSION OF ACCESS AND REPORTING DEROGATORY INFORMATION.
COMMANDER'S OBLIGATION.  Commanders MUST report all credible derogatory information to CCF, whether a person has a clearance or not, when surfaced at the local level.  (Credible derogatory information is defined as that information of such nature as to constitute a possible basis for an adverse action, such as termination of federal service or a denial/revocation of security clearance).
After granting security clearances, the commander is responsible for continuing close supervision and observation of the activities and behavior of personnel who have access to classified information.  Whenever a valid reason exists for believing that an individual's conduct, activities, or attitude may jeopardize security, prompt action will be taken to suspend access or revoke his security clearance and to effect his immediate reassignment to duties not requiring access to classified information.  Appropriate actions under pertinent personnel regulations will be undertaken immediately.
SOURCES OF DEROGATORY INFORMATION.  Sources of derogatory information available to unit commanders include the following:

*
MP/Criminal Investigation Division (CID) Reports, MP Blotter Entries.

*
Commander's Inquiries.

*
Courts Martial/Article 15s.

*
Medical Reports.

*
Psychiatric Examinations.

*
Letters of Indebtedness.

*
AWOL Reports.

*
Letters of Reprimand.

*
Drug/Alcohol related incidents.
DA FORM 5248-R, REPORT OF UNFAVORABLE INFORMATION FOR SECURITY DETERMINATION.  DA Form 5248-R (Figure 4-1) is used to report derogatory information to CCF.  Below is a copy of the Form.  Note that in Item 11 space is provided to record the nature of the derogatory information (in sufficient detail as to enable a CCF adjudicator to make a thorough and comprehensive security evaluation) and, in cases involving suspension of access, the commander's recommendation as to the resolution of the case.  Detailed instructions for completion of DA Form 5248-R are contained in AR 380-67.
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Figure 4-1.  Report of Unfavorable Information For Security Determination.
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COMMANDER'S OPTIONS: When a commander becomes aware of credible derogatory information on an individual who has a security clearance, he/she will do one of the following:

*
Suspend the individual's access to classified information, conduct an inquiry or request an investigation as appropriate, complete a DA Form 5248-R an forward it to CCF with the individual's DA Form 873 attached.  (NOTE:  If this action is taken on a military member, the commander must also instruct the local servicing SIDPERS activity to enter Code "M" ("Classified Data Access Suspended") in the Field Determined Personnel Security Status item on the military member's Personnel Qualification Record (DA Form 2A or 2B).

*
Suspend the individual's access and forward all derogatory information to CCF on DA Form 5248-R with commander's recommendation.  Attach individual's DA Form 873 to the DA Form 5248-R.  Item 11 of the DA Form 5248-R will indicate that information forwarded is in sufficient detail for determination and that no further inquiry or investigation is pending or contemplated.  (NOTE:  If this action is taken on a military member, the commander must also instruct the local servicing SIDPERS activity to enter Code "M" ("Classified Data Access Suspended") in the Field Determined Personnel Security Status item on the military member's Personnel Qualification Record (DA Form 2A or 2B)).

*
In cases where information available to the commander is insufficient to warrant suspension of access, or in borderline cases in which the propriety of suspension action is questionable, forward the derogatory information to CCF on DA Form 5248-R.  Indicate on the Form that access has not been suspended pending final determination by CCF.
DA Forms 5248-R will be submitted to CCF in 90 day intervals if the commander has not taken a final action.  An example would be the commander who is conducting an inquiry or has requested an investigation and is awaiting resolution.  A DA Form 5248-R used as a Final Report is submitted at the conclusion of an investigation or inquiry and should contain the final action taken and the commanders recommendation concerning restoration of access or revocation of security clearance.  DA Forms 5248-R, as Follow-Up or Final Reports, are submitted only in conjunction with selection of the first option cited above.
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Figure 4-2.  Flow Chart for Access Suspension.
RESTORATION OF ACCESS.  Once access to classified information has been suspended by an individual's commander, restoration of such access and clearance may only be approved by Commander, CCF.
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PART B:  DENIAL AND REVOCATION OF SECURITY
CLEARANCE AND/OR SPECIAL ACCESS.
LETTER OF INTENT (LOI).  When credible derogatory information is received at CCF and an adverse clearance/access action is considered, CCF will forward a Letter of Intent (LOI) to deny or revoke the clearance/access to the individual through his/her commander.  This LOI will furnish the reason why the adverse action is being considered and offer the individual the opportunity to respond in writing with an explanation or reflection of the issues outlined within
the LOI.
COMMANDER'S RESPONSIBILITIES.  In conjunction with receipt of an LOI, the commander assumes the following responsibilities:

*
Ensure that the individual acknowledges receipt of the LOI by signing and dating the Form Letter enclosed with the LOI.  By completing the Form Letter, the individual also indicates his/her intention regarding submission of a rebuttal.

*
Forward the Form Letter to CCF immediately following the individual's acknowledgement of receipt and intent to respond.

*
If the individual elects to submit a rebuttal, indorse the individual's response addressing the issues outlined in the LOI.
INDIVIDUAL'S OPTIONS.  When advised by his/her commander of receipt of an LOI, and individual selects one of the following options:

*
Respond in writing, through command channels, to the adverse information/ allegations contained in the LOI.  This response must arrive at CCF not later than 60 days from the declaration of the intent to respond.

*
Indicate intent NOT to submit a statement for consideration in the final adjudication.
FINAL DETERMINATION.  When CCF receives the individual's rebuttal and commander's endorsement to the LOI, both will be considered and a final determination will be made.  This determination will be made a matter of written record and forwarded to the commander who will advise the individual of the decision to deny or revoke the clearance/access or to reinstate the clearance/access.
APPEAL AUTHORITY.  Unfavorable security determinations made by CCF may be appealed by written letter to the Army Deputy Chief of Staff for Intelligence (DCSINT).
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Figure 4-3.  Letter of Intent (LOI) and Accompanying Form Letter.
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Figure 4-4.  Accompanying Form Letter to a Letter of Intent.
In evaluating information of suitability nature, consideration should be given to the gravity of the derogatory information, the age of the individual at the time the incident occurred, and his subsequent behavior and performance of duty.  An isolated instance of youthful indiscretion must not be construed as permanent proof of unreliability or lack of character.  Any determination involving such information must be tempered by an appreciation of all the facts bearing on the case.
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Figure 4-5.  Sequence of Events for Resolving Derogatory Information.
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LESSON 4
PRACTICE EXERCISE
The following material will test your grasp of the material covered in this lesson.  There is only one correct answer for each item.  When you have completed the exercise, check your answers with the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.
1.
What DA Form is used to report unfavorable information to Central Personnel Security Clearance Facility (CCF)?


A.
DA Form 873


B.
DA Form 2496


C.
DA Form 2407


D.
DA Form 5248-R

2.
After a unit commander suspends an individual's access, who has the authority to reinstate the access?


A.
MACOM Commander


B.
CCF


C.
Unit Commander


D.
DSS

3.
When credible derogatory information is received at CCF and an adverse clearance/access action is considered, CCF will forward a Letter of Intent (LOI) to the individual concerned through_______________________.


A.
His/Her commander


B.
DSS


C.
Distribution


D.
US Mail

IT0110
4-10

4.
An individuals response to an LOI must be at CCF within____________.


A.
2 weeks


B.
1 month


C.
90 days


D.
60 days
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LESSON 4
PRACTICE EXERCISE
ANSWER KEY AND FEEDBACK
Item
Correct Answer and Feedback
1
D.
DA Form 5248-R (page 4-2, para 5).

2
B.
CCF(page 4-5, para 1).

3
A.
His/her commander (page 4-6, para 1).

4
D.
60 days (page 4-6, para 3).
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